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"Mviey* tmt flitntd ittintlon of lits In ftviry aff* 6f ptft^nl 
iffiin. Of linguiif lBipoft*ftc§ h«i betn the tubjcct ef "prlviQf^tftd 
itcurttyf of cfl«R!ntl Juitlct infofRMitton. Oft«n t»w disfm for Am-, 
lUfliltyjby thoii who hivs wnfrente4 th« cni«ln#l Juitki lyitw citih 
iflWi iwtii^'s InqulHts pufiuani to i "night to kiMp." 

* * ■ 

The «rweta»«t of t)» Mibui Crim Control «nd Safe Strtttt Act of 
1968, brought Mtloflil attention to %UU crl»tnit JyttfM i>staii, tni 
Pt4tr«1 funding throygh the Mwly eitabllsbed Law Enfor€«»nt AsstttArict 
Adufnlitrttiofl. • A ilgnff leant iMM mniW tM^n^^mM^^^ 
co«i»r«htntl¥« crfwinaT Juitico infomation} and tf» encourif^nt of 
ttat«t In the devtlo^iflt or upgr«d<r^ of such jlnfoimtlon syft««. 

In tifly Wit tht KAtlonAl Wvfiopy CoffWfsilon on Cf1«ln*1 Jui- 
tlce Stanilards anil Goaii, Mfndful of InforsMtfon systw dtvelopBstnt, 
oneouragad each statfi ta 

» • ' • ' 

, . adopt enabling legislation for protictioq^of sacft* 
rity and privacy In criwinal Justice Infofmatton'syitetts. 
' Tht inabting statutt should tltabllih M adiinls . 
stryctura, miniiMm standards for protection of sttcuruy 
and privacy, and civil and crinlnal sanction for viola* 
tlon of stAtutss or rults and r#gUlati6ni sdopt^ undtr 
it.- - 

The NAC also rec«eB«nded that ftc 

vacy council to oversee and monitor criminal Justice fnforaatlen prl- 
vaey pfegramS; training for crfrainal Justice persoWntl regai^fffg pri^ 
vacy and security measures also was recomended\ f/ 

, A few wonths, after the HAC report, the Crirae Control Act of 1973 
aroended the earlier 1968 Act, and required that inforBatlsn systwss de- 
veloped with Federal funds be protected by measures to Insure the pri- 
vacy and skurlty of crlralnal Justice information. 2/ Section 524(b)^of 
the 1973 Acl^oro^e»*a$ follows: , r 

"All criminal history Infewiatlon collected, stored tfr dls-. 
serolnited thrwgh syppart under this title shall contiin, 
ta tht wax^RiS extent feasible/ dfsposit 
data idiirtf arrest data Is included therein* The collection, 
s^torage and disseininatlon of such infonmatlon shall take ^ 
place under procedures rfcasonably designed to Insure that 
all iuch Inforflwtion is kept current therein*, the «ffiin1s- 
, tration shall assure that thq security and privacy of all 
Inforwitlon Is adequately provided for and thi^'fftfoftnatlon 
ib*lT only b# ustd for law enforcawnt and erfffllnal Justice 
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©f cNiUmi^ Of wfftctfon** 

fMuliliofli which mm fnlMilTy fiMftHlNd l« my. 'Jl. m Iftt^ 
Cq46 of »ifwt«f^l.^CIitpttf Nft 10. | Tlwtt ^««»*}<fj» 

te tfivtlop e^f«h«ftl1v» pftff*«« to »i5tgt crfulnal Juiliei iBTtw^isn. 

af cH«1fw1 hUtOfv 1nfor««tlon. TM r«u1» of that sumy ti^ 

» t« bf«3def pcfspecKv*. Iht projKt wis inttntfid to Wily it pf j- 

Amt local gover^nt for lUt tfi4t1^ot of pHvicya^ TSS**^ 
jproor^i fn efmlnir justice fnferwlion syilt«. Th t Pfif ^ ff^ 

though mny of the policy iiii/fis iff tht iint. 

It U not the purpose of this report* to IdvOMlt a partleyUr fraiae- 
%iork for leoHlattve potUy of • 'aodtl* it4tu|« for ilatt foverfwtnl, 
^M tm^f^iim of ic^isUitVi apprwchfri to piPtieuUf pojicy thouti 
tho ul5be a I^ ful r«sourco to thoii eonCffnttf irUh lif JiliTlw ^H|y 
and drafting. This, rtpert will dlicusi »aW«r* cwtti^tattd within |$ 
CFR. P*ft ao» and wltt exptor* a bfoader rantt of privacy and itcurlty 
lliuw thit 1 ititt R«y confront in dtwtlofrinf » caWfiMMfvt pr^raa. ^ 

Thfi.organiiatlen ot this wno^riph ^ n«fW ii^lt. Clwpttf I it . 
* discui^lon of the ton^Pts ftgardin^ f ^J^ li^ 

r«sp«ct/to crf«!nal Justice 1nfew4ttwr1nclirtiflf tj^lhitiOT er 
SsU terms, consideration of the 1rtttr«tf to U MUnt^ in «f ej^';! 
privacy policy, the relevance of fair inforaation practices* and the con- 
strafnts of syste« design. ' 

^Chapter 1! contains a discussion of specific issues to be resolved 
Ifl develosiM offvacy policy for criminal justice informatiwi 
XMU 1 ffues ir^ presented aore as "a 1 H t of opM on* than sui del 1 m%. 



mwi^ Pmr*^ rftttlo^ in %uh ©f r^r tUl«i C«1w*«0, tlTtiiOtt, 
t«lt» rm^m or mHipt ilitlf mm trimim\ Jwillct trtrofMiien prlvicy 

At IM flirt ©f CiiipWf III iHm *f# lifltf tiifttillwii f«f fim i« 
etii witii tilt dtvfftdcpifti «f f^cftwiftii juiite« iftf6rt^tf©« ptiv%t^ 



CHAPTER I. GENERAL CONSIDERATIONS FOR PRIVACY- AND SECURITY * 

■■■■■■■ ■ ■ ■ ' 



' the phrase, "privacy and security" is in gineral use today, not - 
only as to criminal justice information, but w^Jh respecVto^w kind - 
of personal . infonnation. i .e.. any fr^riratl on. that is referenced to 
an identifiable individual by use of name, number ^or other chacac-^ ; 
teristlc. That which makes information persona] is not itj^ content, but 
whether it refers to a specific individual. Criminal tmi"f°^- ' 
matlon Is: one kind of personal inforiTOtron, and is the t9p1| of this 

report. / ' ■■ ' ■ ' ,^ / ' .'^ ■ ' 'a , 'J^^ ^ 

r The word "prfvacy" has befin used for a broad range ;of noti oris _ 
such as the right tome contraceptives or to have an abortlonr the. _ 
right not to have one's telephone tapped, and the expectation that one's 
Sank records will not be opened to public scrutiny. In one popular , 
linse/pHvlcJ s a desire^^^ "let alone.^ and thus 1^1 s a concept 
difficult to define or to limit. Privaoy relates^ to people, and with _ 
respect to information about people, raises questions fs to_i*hat and^ 
how informatiori about'them is gathered. That inquiry l^not the prime . 
fius of ^h1 s^ whi ch 1 nBtead deal s wi th how 1 nf or^ti on -i s -^d^ . 

The term "confidentiality" best describe^ the subject of this re- 
port, we are here concerned with who can have access to specific cri- 
minal Justice information, and under what circumstances. ^Confidential- 
ity protects privacy by restricting access to' personal information. 

The term "security" relates to Information systems, and deals with 
how information is protected from unauthorized access, alteration or 

iHir-^i^W-assurer-confl^ 

it Is largely the realm o^chrilcal experts and will not be treated 
with here other than by refepence. ; ; • 

The phrase "privacy and security f" though commonly used, is an 
unhappy one-, it is more useful to talk 'about personal pHvacy. data 
confidentia ity. and system security. Though the use of "P^lf 
security" will be avoided when practicable, it is acknowledged that the 
phrase is generally accepted as descriptive of policy or rules that 
relate to limitations on acquisition or use, or the protection of, ■ 
criminal justice information. . , . 



Daflnltl on of Terms # 



To promoti clarity In discussion the more Important ttnre used 
frequently In this report are defined below, Djiflnltlons reflect the 
ordlnalf^y meaning of words and the generally ^ceptad usa In criminal 
justlca. Tht main source for the definitions Is the SGI glossary, 
"Security and Privacy Terminology," 4/ In Instances where a definition 
1$ from LEAA tegulatlons In Title 28, CFR, Part 20, that Is Indicated 
by the notation (Regs). 

?'■-'■: ■- ^'^ -v- • • I : . V . V 0^ . ■ ^ - ■ 

Access . The authority to review or receive Infornjatl on from files, 
records or an 1nformat1o|i system, whether manual or autorrated* 

Criminal history re^ogd Information (CHRI) , Information collected 
6y criminal Justice agencies on Individuals consisting of Identifiable 
descriptions and notations of arrests, detentions. Indictments, Infor- 
mation, or otheT .formal/ crim disposition arising 
therefrom, sentenc|^ng,]dorrect1 on supervision and release. The term 
does, not Include Idantiflcatloh Information such as fingerprint records 
^0 the extent that sucM^nf ormati on does not 1 ndl cate 1 nvql vement of 
the Individual In the criminal Justice system. (Regs*) 

Criminal justice agency . Any court or other governmental agency or 
any sub-unit .thereof Which performs the |jlm1n1strat1on of Justice pur- 
suant to a statute or an executive order r and which allocates a sub- 
stantial part of Its budget to |the administration of criminal Justlde. 
(Regs*) ; ^ 

CH^ 

foil owing activities: I detection, apprehension, detention, pre-trial 
release, post-trial ralease, prosecution, adjudication, correctional 
iuparvlston, or rehabjlltatlon Qf accused persons or criminal offen- 
ders. The administration of criminal Justice shall Include criminal 
Idantlflcatldn activities and the collecWoh, storage and dissemina- 
tion of criminal hiitpry record Information. (Regs.) 

Criminal justice Information (CJI) . Informatlori collected' by 
criminal justice agenclas that Is needed for tna perfprmahce of their 
legally authorized and \requ1 red functions. This Is^e broadest In- 
formation term, and Inc^ludes CHRI and investigative and Intelligence 
Information. It does not Include agency personnel or administrative 
records used for agency \operat1ons or management. 
^ ■ " . ■ " - ■■ ■ ' " \ " ' ' * ' ' ' 

Dispositions Information disclosing that criminal proceedings have 
been concluded. Including Information disclosing that the police hav& 
elected riot to refer a matter to a prosecutor or that a prosecutor has 
elected not to cormenqe criminal proceedings and also disclosing the 



ature'of the termination in the Proceedings, or Information 
lKir$rocgedl^rhavt;bitn indeflnltely^po^ 

the reason f^r- such pistponement. * Disporition sha^l include, .but not. 
bf 11ml ted acquittal. ^cquittaTty reason of Insanity, acquittal by 
rIaJon o?^Stal incpmpet^ce. case. continued, without finding .^arge - 
dlsfnisse^f charge dismissed due to Insanity, charge dismissed due to 
meS •pompetenc^^ charge still .pending due to Insani^. charg^^still 
pehd1n#due to, mental fncompetence , guilty plea nolle prosequi , no 
Srf ndlo contendere plea, convicted, youthful offender detemi nation, 
dlceMed. deferred disposition, dismissal-civil action, found insane, 
fop mentally Incompetent, pardoned, probation before ""viction.^sen- 
tele commuted, adjudication withheld, m"trial-defendant^d1scharged. 
Bitecutlve clemency, placed on orobation, paroled, or released from cor- 
/rectional supervision. {Regs.) 

Dissemination. The transmission of Information, whether^orally. 
in wri ti ng or e I ectroni cal ly . to anyone outside the agency which main- 
tains the information, except reports to p authorized repository. 

; Intel 11 pence and investigative Inform ation (I&I). Information 
compiled in an effort to anticipate, prevent or monitor Possi ble^crl - 
mi nal acti vi ty/, or compi 1 ed In a course of tnvpti ga ti on of known ^r 
suspected cnlmes. 

Non-conviction data . Arrest 1nf6rmati on without dlsposltion^if 
an i nterval of one year has elapsed from the date of IJ^^st and^no ac- 
tiVe prosecution of the charge Is pendingior information disclosing 
that the police have elected not to refer a matter to a prosecutor. o,r 
that a prosecutor has elected not to commence crImlnaV proceedings, or 
that proceedings have been indefinitely postponed, as well as all ac- 
-qulttals and all-d1smissals,^(Regs,X„_„ 

Purae To completely remove from or destroy Information contained 
In a"spetrf1ed file or records system. (The word "eKpunge,' sometimes 
a synonym for purge, Is not used in this report. 

Seal. Through special procedures to close or limit access to 
specWet information and files or record systems. 
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Interests Affecting Criminal Justice 
Information Confidential 1 ty . 



Policy with rispect to the use of criminal justloe InformatlonV ^ . 
must consider the variant, and s^ftlmes competing. Interests tb be 
balanced In developing access prbceduras* 

^ . . 'f ^ , . ■ • •■ 

The IndlvlcftjaJv \ 

The person identified by criminal "justice Information generally 
wants, to limit access to that data because of its potential for hann- 
ful consequences. That perspective Itself changes from time to tlmei 
however. For example, at the moment of arrest one wants to be sure 
that family, friends or lawyer can have access to the informatlonr 
secret^rrests are contrary to concepts of a free society and are^ 
Inconsistent with this nation's constitutional guarantees* Likewise, 
the accused wants prosecution and trial to be open to scrutiny to deter 
arbl trary I capricious or di scrlmi natoi^ pi^oce^ ncarcerated 
offender does not Want to "get Most" 1n the system, or while there 
to be subjected to iinproper treatment* and accordingly wants correction- 
al Information available to his representatives or to those who monitor 
the operations of government In the public Interest* Once out of the 
system^^weve;'* the Individual would like to rewrite his to^i^|eras1ng 
fromvlwBPges any iiotatlbn of Involvemint with criminal justi^. The 
mere fa^Pof arrest, though mistaken and foil ow|3#^by the dismissal of 
^ch a rges J s^^ pe nsei y^ 

ployment or bring other opprobr^lum. No matter what the circumstances , 
may have been, however, an individual d^ not want a criminal record 
to follow him, and he desires that criminal justice infonriat^n not 
bejavailable indefinitely to the publl/c. ] 



TheVcriminal justice system . 



/ 



The criminal justice system itself cannot function properly with 
out access to CJI. Since it is tKe system Itself which 1s the main 
source and principal user of the Information, the sharing of CJI by 
criminal justice agencies is usually appropriate. It is probably safe 
to say that criminal Justice agencies are not much concerned whether 
the public has access to criminal history record Information, except 
insofar as dissemination may create an administrative burden* 

triminal justice agencies. want Intelligence and Investigative in- 
formation kept confidential ^ however, so as not to compromise Its value, 



is 




Here the, Interests of #i Indl vidua V and cHmlnal justiCi coincide, _ 

that disseffllnatlon flf infontiatlorrndt impair the effectiveness of UW 
enfdrceTOnt. - . V ; . 

Society- at large . ^ - 

Prosoective employers, ^apeci ally when the potential tmploymilit 
reSpon?1bnf^ifcbns1derW "sensitive," want to know about previous 
criSlna Justice encounters that Job applicants may have had. Often 
licensing regulations may be conditioned on frtedom from crif "al hls- 
io".- Those who contanplate important bttsintss R ations with others 
(extension of credit, e.g.) also have an Interest In criminal history 
ISf ?^van« Of criminal Justice iriWrr^tlon to a PJ^J |} 
shlD is* enigmatic, a past record may or may not be significant, for 
in ?anc-i! puSlIc knowledge about a •nisdemtanor co^itted duH^^ 
youth twenty years past might damage the individual In his »-elatlons 
JiS others though the valGe of that stale information is extreme y 
doubtfSl! Nevertheless, the typical citizen wants access to criminal 
Justice information about others, though he may not want others to . 
have crimfnal Justice inforfflatlon about him. ^ 

Policy for criminal Justice information access is developed with- 
in the context of these interests^ fairness to theindlvidual effec- 
tiveness of the criminal Justice systemi the protection f society. 
Most policy Issues, however, mainly involve « balance between^the^^ 
public's quest for openness and the individual's desire for privacy. 




V, * :n Fair Info rniatton Practices ^ ^f. 



and Crtmlfial' juatJca. - \ a : - 



In fashioning a program for confidentiality of criminal Justice/ 
Infortnation, genaril principles fpr good Information manajwient should 

, ' ba obsarved. A personal Itifonnati on system should satlffy tha netads of , 
users, but should be managed so as to minimize Impairment of the In- 
terests of data subjects. A study by an advisory conmlttM to the 
Secretary of the Department of Heali^ Education and Re tf are resulted 
In a 1973 report, "Records, ComputetVand the Rights of, Citizen^" ; 
which examined government practices regarding the use of pei^onal r * 

' Information,^ and Identified ways In which privacy could b6 enhar\ced 

through proper Infonnatlon practice/ 5/ The committee recomranded fun- 
\ * daman tal principles of fair information practice," recogniilng that ' 
personal privacy Is affected by disclosure and, use of personal Infor^ 
mation* . 

The general principles of the HEW report were Iqcoi^porated^ 
Congrtss Into the Privacy, Act of 1974, and fjave been accfejrtedgeneraity 
by the Privacy Protection Study Commission in Its 1977 report* ^ 6/ ^Th^. 
principles are <i1 stilled here as rfo Hows t" ^ ^ 

1* No pars onal'^^ Information systems should be maintained whose 
veno^ existence is secret.' ; ' , , 



2* A data subject should Tiave access to Infortnation abput^hJmseTf ♦ ri 
jnid know the purposes for which It 1^^ inain^alnad. ''^ 

3^ _Ajdata^b3ect_^ou I: . Ji*. 



corractlons of Infonnatlon about himself 

4. pata.should be used only for the purposes for which it wa- ; 
Intended, unless the data subject consents. 

5. InfortTiation used should be accurate, timely, relevant and 
completai ^ ^ V 

6. Infonnation should be protected against unauthorized access • 
alteration or destructioni \ 

The follpwing discussion of these general principles flags are#S 
of special implication for criminal justice infomatlon* ; 




No secret system. ' * 

The Watergate area and its aftermath testify to, the utility of 
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'-thisVbrinclple In tht Context of^our society ' and goveWiiiiertt. .%U9H- ^^^^ 
^cces$ to particular informat1oo;tiay be mtrlctfd;^^^^^^ !"rP^!^'„-rf V ^ -^^^ 
of statr iecurlt^ 

general purpose of a pirsonal= Infotinatlon? system sfjould ,nbt be. a ^ . r ^ ,; 
iecrtt. This principle i'causes no spklal fprebl^ for the cr1ni1na|:; 
jusjice sjTitenKand may be, acc^tedr^lthdut much dt bate^^ 
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; Data subject access'. .. v - , , ' v , ► ,;j 

This Is a' principle of falrniss. espicjally lij.reftrenci tifpef/rc^ 
sonal Irifomiatlon. Because Information Isi used td make decisions,. Why 
not let the data subject see the InfoHwftlon used to iffect h.l/n? Jt^ 
data subject knows what experiences he hasjhad with .the system, and . 
there .1s T1ttle reason to deny him access ;tO criminal h.f story -records 
about hiniself. The main exception td'thls prlnc^le lSj,,t^ 
and inves^gatlve information, to be discussed Chapter li. J . ■ 



.J.'.;- 



Data subject chanen9| . l- " }[ \\ ' S?^- \ 'fW" 

; In most Instances thi siibjfeet himself Is a gSod ^source tp check ' ■ 
the%11d1ty of data In his fl.le, ' Allowing the^suMeat to , see^a^ : ■ 
file without giving him an oppdftunl^ to. have ha^ da^a corrected is 
an Incortiplete recognition pf the Individual's <ntere$t.^ The rella- • 
bllltrof the contested data can be verified by approprUte data audltp.. ' 
■procedures^ , i ■ ■ .i'. '■ ■*/., , 

■ . . ■ \ ■■ I ■ ■ ■ ■■■■■ •" ' ■■ ■■ ■ • ■■ 



Restrict data to' Its Intended ;use > , :\ . , fi ' 

thls'prlnclple'creatA some difficulty fof criminal justice, In ] 
Identifying a particular Intended use... Info.rfnatlon Is kept to^record 
official actions of government agencies, to pi^ovlde the basis for agency 
rctlons to protect the iriterfesti ,;of the Individual with whora^he govern- 
ment is' InteJ-actlng. and t^ Wotec't tNlpublt^AsJt relatps.to p 
sonal information generally., t^ Pt<hc1pa J ilffcgeptable because , 
data suWect usua.lly has vdlunlMriy, supplied, Information about h%^ 
sftlf for a 'specific intended use. sThe Infprmition might not^haye.^een ; 
furnished If some other use were made knw^nj to/comply wit" thl.^prln- , , 
clple can prevent surprlse to ^he da^ subject. ;-In m^,l;fW^*^^^^^ 
ever, criminal justice- Informayori 1s|not,sw i^d voll^arlly-b^^^ 
data isubdect',' but Is-fequlfed and recorded byilgv^ even tTlo^gh H may 
be against the Interest of thl^ data subjeft. 'Though J'^e' 9f";jfI/!;"„;, 
son for this prlnc1p1e;hp less appfllcabllity jtb cr-lminal justice than . ^ 
to Qth^r^persbhal InfontiStl^on systeA^, aiid a|cord1h9li^?may he discounted. 

. . *: ' ' • , : : ■'■ ■ V'- ■ " .■' 'V ' 
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i'i'K it oughl pot to be^;xl<«atji^ ^tmlJiatlont A more detailed 

dlSciiSsf(Jiv of thfs .^l^^^/t^^^^^^^ *n Cljapter 11* ' 



Use ^Alid^^tSii W 



.:{:'':''-^his principle fs conftist^nt' with good recofd kttpingj'a^ A^ell as. - 
^ trth fajrrieSs thei^;nd1v^dual, vThf validity* of a decl si be, 
; iinpai^id^ data '^ftat ir wrong » stale or ihTOBipltte*,, 

rvPthe maini^^q^^^ jsiitice is what are reasonable;s.tandaBds 

/I Wor accuracy Some of thost i^andards , 

■ : #are sOggested in the itAA reg^ftforts,, and will ie considered In Ch^P" 



Safe^uat^ tht 



V This 
. crim1na,i ju 
worth keie^ 
^' ::;1if a1r# ' 



^iftwith^'tht Inttrests of tht Indivldual'^f^^ 



sound jnforiMtlon managOTiht;. -If datfj^fl ^ 
worth prottetlng so that Its'jlntfgr^t^^lS; rtftt 
ntlalj^ braachad^ Thii ^Hnetlpla pftl^ 
|^hat *rtay be cohsldtred an acctptable layftV't^f^ 
a particular cbntctiprt;:© anl ■ 

y .^^ IJt^tla ^Idanea at present, Infbrmatton syit^ 
l^^^M^at(e; subjactlVi judgmtnti rigardlng Sf curl ty. f ; 
^a -ta tha particular data to be protactad and tha ; 
for varfdfis le&fels to protection. ^ 

^ ^ 1" Chapter II will consider the foregoing prin*^ s 

cip^^M^m^^ ^ competltig Jntarests:tD be balmcedt In deyaloping; ^ ; 

thei^ofidentiall ty of criminal justice' information* / ' - 
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Legal Constraints on Cn'm^n^Justlce 
Information Halntenance §nd Use. 



Federal leqislatlon and regulation - 

At present the only significant Federal legHlative requirements 
for state criminal justice information use or maintenance are In the 
Crime Control Act of 1973, previously cited, and the LEAA regulations 
pursuant thereto In Titlfr 28 CFR. Part 20. Part 22 of Title 28 concerns 
the use of criminal justice Information for research and statistical 
purposes, and is mentioned in Chapter II. The regulations apply to 
any state or local criminal justice Information system that has re- _ 
ceived Federal funding, and to those who receive information from such 
a system. / - - 

In brief, 28 CFR, Part 20, requires that ROn-convlctlon data be 
disseminated outside the cplmlnal justice system only pursuant to 
state law, regulation, executive or court order. The regulations also 
require some pfevislons for data subject access and challenge. 8/ - 

" ■ t- 

The Privacy Act of 1974 applies only to Federal agencies, as does 
the r^eraT Freedom of Information Ac Even 11 to Federal agencies, 
there are significant Exceptions In each of these Acts with respect to 
criminal justice information, so the LEAA reguUtlons are the princi- 
pal Fedef»al legislative restraint on state or local criminal justice 
information systems. 



-Federal casi^ law 



In the landmark case of Grlswold v. Connecticut , the United States 
Suprenie Court articulated the notion of a right of privacy Inherent 
in the U.S. Constitution. 9/ That case, and subsequent decisions, re- 
stricted encroachment by government in such porsonal areas as eaves- 
droDoIng, use of contraceptives, and the right to abortion. In 1976, 
however. In the case of Paul v. Davis , the Supreme Court considered a 
matter involving the dissemination of criminal justice Information, 
and refused to extend the concepts of Federally protected privacy to 
that subject. 10/ Though state courts are free to define and protect / 
privacy rights with respect to criminal Justice Informatlwi, It appears 
that the Federal Constitution may not. bo a basis for such protection. 

Though the Federal courts have recognized some limitations on the . 
improper use of criminal Justice information, In most instances the 
uses have Involved state, and not Fodoral , rights. The Attorney Gen- 
eral of each state can provide guidance to criminal Justice officials, n/ 
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S^ta case law. 



inforaatfon €4ft fat txptcte^ 
at thi state level, arising out of cocnronTaw or state constitutional 
,pr1vaey rights Cowron Vaw rwedles for defamation protect against 
the use of inaceurate infonnattOT, and nme courts have allowed seal- 
ing of purging of crifnina^ Justice Infonnation when Individual interests 
were judged to outweigh those of society* There is not rwch state case 
law dealing with the subject, and such research is beyond the scope of/ 
this project. Again, each state's Attorney Genial caa provide help« 
ful guidance. .. ' \ i . 




r 



Inforffatlon Systwi Configuration. 



The nature and configuration of a particular Infonnition system • 
wm affect how confidential fty and security is to be 1mpl«nent€d, and 
that is a concern priMrily for technical experts. Though not ^ ^ 
subject for this report, some questions of system design are noted 
below. • 



Manual v. automated . . ' 

The requircfnents of 28 CFR, Part 20, apply to manual and auto- 
tnite4 criminal Justice Information systems. It Is the choice of 
state and local government whether to automate, and this decision de- 
pends upon the volimG of records to be handled and the resources avail- 
able to purchase and^maintain an automated system. Presently the bulk 
of criminal justice information is maintained manually. Indications 
are that the use of autcmated systcffls.will continue to grow at the 
state level and in large local jurisdictions. Small local jurisdictions 
may have manual systems even though a central state repository Is 
the agency that disseminates criminal justiea inforMtion. Information 
can be kept sufficiently confidential and secure regardless of whether 
'the system in which It 1s stored is manual or automated. 



Central tzed v. de-central Ized . 

Title 28 does not Hquire the states to develop a central reposl- 
Wy for c^lmtn^^^ 

lations contemplates such a repository. From the standpoint of effec- 
tiveness and efficiency, It appears that a central repository Is the 
best alternative In most cases. Since the regulations, and good infor- 
mation practice, require that files be complete and current, given the 
number of agencies that contribute Information to criminal histories 
a decentralized system may entail duplication in offont and might not 
assur& valid information. Operating agencies within the criminal 
justice system nwsy continue to maintain their own. files if they choose. 
Oissemination from local records should be made In compliance with 
applicable rules, and a prior inquiry to the central repository will ^ 
minimize release of invalid data, 

t 



or 



A basic question is whether automated systenis should bo dodlcatod 
Shared, that Is, whether tho hardwArc In a systwn should be managud . 
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used soltly by criiiinal justice agencies. The altemattvt Is to 
share hardware with ^ther poverrmnt agencies so that an Information* 
systM might at one mo^nt procws cflsinal Joslict Infofflaiion and 

a^minlstratofs favor the dedicated systw to best assurer thi securHy 
of th^ systen and itt cons ta«t availability to criminal Juttlce, 'Hain 
iy btcause of/cost fattOfs» mmt administrators favor shared systMS $ 
that e?cMss -Opacity can bo used for other goverrtnent services* Ttch* 
nical experts agree that information can be adequately securt In a 
shared system; crimlndl justice records can be pr^per)y segregated 
and protected. t ^ . 

- , Early drafts of L£/^ reguldtlons rfifluirt^ dad1cat1on» but 
this requfrOTent does not appear currently* LEM considers it a. * 
state or local prerogativtf to decide "whether^ and ho>€» a system will ^ 
be shared^ . - * 



CHAPTER U. SPECIFIC ISSUES CONKRNIHG 



*J yUhln the C6fttej(t coasting fntcrests and fair Inforaatlon 
pratfMces, specific Issues of "privacy" or the ewifidentlaHty, of 
crlninil JusticB InforMtton can be dddrcsscd. 



Privacy Costs . 



Thi com of iBp1^ntif>9 confldentiitity and secuHly ^<^l^Z 
mn%% in crlsinal justice infersatlon If tn iisportant factor. Pri- 
vacy" costs should be differentiated fr«i tnest occiJlone4 by a prop- 
erly Bsansged inforr^tion system, and varying cesti wd ass«iat*d with 
diffeflf>9 degrees of conf identiaUty and security Should be appreciated 

The cost of establishing a properly, fwnage^ inforeatiwi systw 
Should not N attributed to -privacy* nee^s. Host of the fair infor- 
Mtion practtCM dit^Sitd in Chapter 1 had Jeis^to do *fl th prly^^^^^^^ 
than with the integrity of the data systeffl Uself, Aecurate «"o fw- 
plete infonftatlon should not be characteriied as « PrtvftCy cost since 
any infomatiffl systea shmild strive to provide valid Jn^jr^aj^w to 
those who usFit. Invortant infortifttien should be protected frOM uft- 
authoriied access or alteration, so the requirement of syst«s securi- 
ty cannot be appropriately characteriied as a "privacy cost. It is 
true that « poorly designed or ainagfd InforB^tion lystw caftTOt.aat- 
quately protect information confidentiality ©r be responsive to pri- 

an adeouate infortnation system should not be confused with the Addi- 
tional costs that night be attributed specifically to privacy.con- 
strainw, 

A variety of options for confidentiality and sewrity e^isures 
depend upon the degree of privacy protection desired. "Half a loaf 
is better than none," and system Mnagers should be espected to sup- 
ply esliMtes of the range of costs associated with wrious privacy 
and security options. 



State RegtyAtofy .^thority. 



Title ga. Part 20, suggeits th«t a ftate level authority b« esta- 



bl1sh#d to provldt onffaraHy with rcs^cci lo poHcy ind prm^urm for 
tcctis to criplftil juitlce Iftfomftion* Uii!eis svch an ifftncy his Ifm 
^ulMtMy %M rtflyfrt cs^lUitct with 111 ruin rtiylitisM 4i 

«ct!@n« tiptffif^ct In tfe# wst lugptli iMt a voluntary ippro^ch will 

tltfti ifid tl«fr v^rlint pimf^omi* - 

A fy^ttdtiry ^t$tl§n it i*t>tt*ier tcctsf ryltt $hwl4 ipply wly 
to * centril rtpoifWry or to 1eC4l iftnclei i$ i^U* CMf tdintfiUly 
Mnnot bt issured If Iqcj! agencies prwid^ InfemAltea not iVitUbtt 
Ihwugli the ctntrjl rtp^sltory. Accyriey of infafmlfon My b# im* 
p4(rtd If 4n tndi¥tdu4r$ mcord U dUitefriiUd by fa^tl0fyilly 

abit it Iht fUe of a IomI op^ratif^ igwcy, thur* ih^^Jd N dH* 
Sf©tn4tioft until d chtck with f^fe wntr^l rtpcitt^ry his ypd^ted IM 
ff1§. 



Pr I vacy jnd Secur t ty Cw w 1 1 ^ 

- .1^ 

~ ~ ^ TO hiS r#ctTOi^^ t ~ tttfitf 1 1 " fai t s Mbl 1 1 W "t«||^ f if ^ " ' 

tvilyatiCHi ind TOnltorlng of the policy proccdwres tn y^Bf4t#, 
Sych 4n 49tncg< ilio C4n pfovfdt an ^o^i^dir^ii* mlt^ mtf^|H^«i^ * 
plilntf froii indlvMt^tSs MhD feellevt iHtir prlvicy my ^^^tft*^ 
quittly prot^ctc^, or from thoii? yiio do not bellt^e thAt iheH^w^ ^ 
sufflcitnt i€Ci$$ to InfOHMtlon. Is th«w mrtd both for # stitt raf- 
wlitory iulhority ind 4 privacy coyncitl TMr« t4y b« 4 ttndtncy for 
tht .rtguUtory 4uthorfty to b^Qom oriant^d tcFw^rd the mti% of thi 
g r I ftl ni 1 St left S^^ tfgi t hoygh I Q_§m^ g^^fi hii_ d f I Jtfg^_ tM 
fii^rihfp coi^poiitlon of tht itjtnty* ind Ul roif, It 1$ poi$ibl# 
thit thf "¥^t<^hdof'* function of 4 cwncf! could H 4Ccoi^|Uhtd by 
other goverr^n^al or pybltc intermit atjfnctdSi and each slate r4y 
have othrp optiOTt avaflabl^ to 

/ 

Relevahf^ of Pubile Records Laws* 



M4ny itdlfs h4V^ provtlions th#t t^4k^ c»f t4ln f^cordl Of offlcUl 
actions op^n to tht pubUc, IN pof t«W4tery4te era hai imo ^n Jn* 
Crfait <h thlie laws ti> wikf porf yH<b)e the Gpiratloni of goverfi^^nt 
thi qutsl for own yov#rfWhl, h&«yir, nitd «0I e^sn ih4t p^riyn^l 
Infonwatlon conc^fning thaie with ^Um rjov^rwnl d^ili should ulso b# 
publtCi Ths It4t«*l Qtmn rwcord Uwi ihyyld fi^alntd to d^tfrtnlne 
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their scope and purpose In terms of criminal justice Informatlonv;; ' 

Th^ii^'"^^^^^ (]) Does the fact Jhay ^record 

•initlallv Dubllc fM that It remain open to everyone Indefln tely? 

public record traniactlons require that tfe/ef ]*l;f^"lSnloSHlta? 
to the public? (3) Are exceptions for criminal justice appropriate? . 

" The SM^ or destruction of .or llmltatloifof access to, public 
records 1 "accepted practice. In almost every state Juvenile Justice 

record are pfotecy.^^^ ^l"" '^SL^L^Sther 

plied when the interest served by the open J«ord s outwe ghed by other 
. pertinent Interests. The passage of. time may j^^ 
or the occurrence of a subsequent event^- The/mere^act^that^^ 
1.s Initially public does not mean that It must remain so Indefinitely. 

The aoareaatlon of a series of public record transactions Into i 
single fill li Separate problem. Because governm^^^ 
usSd to prepare a dSssler does not of Itself mean that citizens shpuld 
hav^access to ll. Reports and analy 

tlils a?e not pub 1c simply because they were P»-eP«fed at^government_e)c- 
penfe. To argSe that bewuse the aggregate Is merely a co lectlon^of 
public transaltlons there Is no need to restr ct access, mljses the^ 
DDint about dossiers. It Is the very marshalling of separate and d 1s- 
S^etltraSytfonflko i single file that can change the nature and 
potential fo the resulting Informatlpn.i - r: I, ^ , 

A more practical question Isi What good does It do^to TMtrlct 
access to the compi atlon If the source records are^ public? Any citl- 
zeri cluld Smsif compile the^ 
; ibl" JlcoJl! anf ?o res^r 
market" Information. / ' >\1 

' But the cost and inconvenience may often deter ff'f coiPll]"9 
a dossier"^ Imagine the burden ^of exam ning the chronological booking 
Iheets at'the v^^^^^^ stations In a medlum^slye clty tp 

dSllrmine whether a certain Individual has ever been arrested. .On y^ 
tS St cSpelllnl circumstances would encourage such^an.underU 
and a^DollS ought not be formulated based upon an except onaV cast. . 
• M^l thrilacl market- problem, of rse Improper^or 

-fe^iuiave m threat Criminal and civll liability for biacK marKax^ in 
4yat1on may Ee ^suff c enldeterkt. bu^^ 

SI tharan 
may violate it. 



Finany, consideration shouli be given to whether the state^^^ 
•record law contemplates criminal justice information. Some laws hav|^ 

-Sln'ti;eb&^ 

.aHon o^-aDDllcabllity .t0-cr1mliial_j^ 

pH^acy confer" twy^ot have been considered in making^ certain records 
• pubm S Ihe sc^^ of relevant laws Should be assessed 

to determine- whether amindment is advisable. 

- ■ ■. ■■■■ ■ . • ' ' ■■ . • ■* ■ ■ ■ 
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Regu 1 atl on of Pi sstml nation , 



What presumption 1/ill app1^ any question of access to cflminaV . 
Justlcs InfbHnatlonf Will crlrnlnal justice Information be consldired 
opon to the public I or not? This qutstl on addresses the balance of ^ 
Interest between the Individual and society, and^ shouldfbe determined 
before any the subsequent specific questions are cons1aigrid« Two ^ ^ 
Importaht consequences flow from settling the question* First* policy 
analysts have a starting point for addressing specific questions; par* 
ticujar criminal juitlce lnformatl^^^ will be prfsumptlvely opan» or 
closedr^^^he public unless there can be shown contrary law or superior 
^1 nteres^^^^dndi^ 1 f^the presumpti on 4 s^^ha t^ cHml na 1 ^ us t1 Ce 1 nf or*^ - 
matlon Is public* the open record becomis part of the penalty to be 
assessed against an offenders a burden In addition to whatever other 
ientence Is Imposed. 

■ .■ . * , , ■ . 

h tenet of our society Is that one Is considered Innocent until 
he has ,1 by due process of law* been proven guilty; It^would be^ 
tent to resitrlct access to arrest and :n6ri-conv1ct1on^ r^ 
stigma of a criminal record mi^ prevent employment* which is neceiiary 
for rehabilitation, a persuasive argument can be made for a presumption 
of confidentiality even for conviction data. 

On the other hand, society has an Interest In protecting itself r 
frQm criminals* and this militates 1n behalf of open criminal rec 
In such case each member of society makes his own judgment about the 
weight of a criminal record In decisions whether to employ or otherttflse 
-aisoclate with, another. ^ ^ . - ^^^^^^^^^ 

Rather than t6 apply the same presumption to all criminal justice 
Information, an^ alternative 1$ to apply a presumption of confidential- 
ity to arrest records, non*conv1ct1 on and Intelligence and Investigative 
informatidn* but the coritrary presumption to conviction data, :That 
seems t#be an Implication of the LEAA regulations, and Is worth con-* 
sidering. * ' ^ 



Arrest Information . 





Title 28 restricts iwbllc access to arrfst records when there has 
been no disposition for more than a year* unless the data subject Is 
It! active process in the criminal justice system or there is authority 
for the dissemination in a statute* regulation* executive or court order t 
This restriction is consistent with the prisumption of Innocince* and 
denies Ifiy prob^^ 

justice system. — ■ 



U^ tt is frequently urged that simple f rest records o^^^ 
ivanable tor pre-eniBloyment screening In sensitive positions or for 

SlectlvJyflce. It^^^ ^^^«!!'* ^''ES'Jf If Inu 

t ve% and what 1nforiiiat1on;i5 actually relevant to sjfh Jobs. In anj^ 

eventi the Important Wstlon IS not the purpose of the inquiry but tue 
probative value of the Infomiatlon Itself. J^cord merely . 

•Indicates that charges have been asserted by a^tiftlcular arresting 
cer, and can Include allegations based upon reapnable mistake. What-^ 
ever the reason. If the state has not followed £n arrest by prosecution 
there Is good reason to^llmlt access to^stale a^^rfst records. 



It Is sometimes argued that because 
fact, that the record of that fact shot 
argument^begs i^the^uestl on ,iihowiver tziSi 
what records of historic fact will be • 



an arrest 1s an historic 
Id be puallc Information, 
ice the . basi c chol ce Is to decide 



Non-Conviction Data. 



When an arrest has been followid by offldTally rekrded dis- , 
missa? 0% Charges, or a j"dge or Jury^has de^mlne^^^ 
aulltv then a stronger argument can be made^dr llmlWhg access to 
luch data The simple arrist appears as an un3fiallengedT*ssert1on of 
lusSlclJn; whereas nin4onv1ct1oS Indicates an Vflc^!] determination 
that the suspicion Is Insufficient to support prosecution or criminal 
guilt. • in that light, non-conviction data may hkve less value for 
screening purposes than the arrest record 1tself.^^^^^^^-^^^^^^^^^^^.-^ i^^^^^^^ 

It is of ten argued that when non-co^ 
cal" legal defects that have nothing to do with gu*lt In fact, the non- 
conviction data should be available to the public, Th s mm^t^ 
appears to be unsound for several reasons. First, guilt In law is the 
coKcern of the criminal justice system, and; the due^process that has 
s'hielded one from conviction should not then be used af^a, sword Jo open 
access to Information of quest1onable,value^. Second, It ir ofteplm^ 
possible to determine from a record tht precise reason for non-convic-^ 
tlon. so all such records might be opened because some may have resulted 
•from "technical" defects. Further, to permit the dissemination pf non- 
conJictfoa^Sfirmation ma^ have th^ 

fit of non-conviction since the nisk of being neg«tively^f ffff Jy a 
"criminal record." even though 1t indicates non-conv1ction. is a real 
one. ' 



' investioatlve and Intelligenc e Information. 

Perhaps the strongest case can be made for the strict confidential - 
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of lM Informati^ which frequently contains unsupported alUga- 
T^lbiis or unvtrlf led Informatloni as wel 1 as Infomatlon of a most per- 
.sofialrHature which may not be relevant to specific criminal conduct. > 
The Individual ?wants' this kind of Infoniiatlon kept cohflderitlai , If H 
Is kept at all. The criminal justice systmn refusis public access to 
l&I Information because disclosure may destroy any value It may have. 



Convict 1 on Inf orma t1 on . 



The question 1s whether the fact of conviction will be available 
to the public Indeflnltfly. Society wants access to convlwlon data 
for a variety of justifiable riasons. The offender wants to regain 
status In society, rfmd easily accisslble conviction Information will 
be an Impairment to him. Ont option for the state IS to restrict 
access to conviction data 1f an Ihdlvldual has no furthtr Involvement 
■with the criminal justice system for somr^^ 

If such an option Is desired, the subsidiary quistlons iare: (1) what 
constitutes "Involvement", (2) whit period of n0n-1nvolviment Is rea- 
sonable, and (3) to what sorts of convictions should dissemination 
restrictions apply? ^ 

Involvement could mean an arrest whether or not It results In con- N 
vlctlon, or It could, be defined as' conviction for a; subsequent offense. 

- An arrest w1 thout subsequent cpnvl ctl on ought not to be considered 
"Involvement" since a mistaken, or unfounded arrest would serve to keep • 
a criminal record open, and the legal Immuhftles froi clvir TlablTI^ 
do not help to deter careless arrests. It seems reasonable that Involve- 
ment with the criminal Justice system be defined as conviction resulting 
from a prosecution begun or completed within a specified limitation perl pd, 

■ With respect to the time period for an access restriction to become 
operative, It Is often suggested that for misdeireanors or felonies not 
Involving vlolisnce, periods of from three to flve ytars are reasonable; 
for serious felonies, six to ten years may be reasonable.^ Some re- 
search Into recidivism Indicates that repeat offenses after such periods 
of non-involvement are unusual. 14/ ' 

Mlsdtmaanors and non-vlolant filonles are gtntrany rigardid as 
the most amenable to festrlcted acciss after periods of non-involve- 
ment* This has „been pravalant recently with respect to convictions for 
marijuana ustt or for "political crimes" connected with civil diso- 
bedience* . , 

of violence with respect to effectuating rehabilatati on programs. A 
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dlfficulf question arises If restrictions apply also to especld ly sen- 
sitive eiiipWnt responsibilities, or Iher e J^miMy^be #JP^^^^ 
the same risks involved In the previous convWoni^cesi to conviction 
data ifsuch circumstances might be appropriate ^jenlhough Jhe data, 
might not be available for inquiries concerning other e{Ploj^f"J- J"?. 
question is one of relevance; to wSat kinds of subsiqueht employment Is 
a particular conviction relevant with resfeeat to scretni^g? 

A coniTionly used example 1s qonviction for f iJ"9i5jij£|"|^ 
can be urged that such convictions are relevant ta any employment en- 
tailing^elose or supervisory relationships with children. On the other 
hand sulh a conviction may be Irrelevant to employment as a construe- 
tlon worker or a bank tellir. The question of relevance s complicated 
by a lack of precise knowledge as to why people commi t/ crimes in tne, 
first pi acS/ whl 

tlonS In which there may be continued risk of^haniu/ 

These difficulties "should not prevent a state from choosing to 
have access restrictions after some period of non-lnvolvementi they 
relate to what exceptions there may be to such access restrictions. 

Sproach of exceptlon-by-Job-responsi bi 1 1 |y may,prov1di a reason- . 
able balahce between the Interests of P[ospect ve employers^and those 
of the.data subject. The result in such case is not to keep a person s 
?LoSd If certi n convictions open to al 1 J^def initely . but^rather to 
make it clear that those convictions will be access ble if the data 
subject chooses to pursue particular avenues of employment. 

. It is extremely difficult to handle relevance^by statutory 
duage or by regulation, since In the final analysis a subjective judg- 
SmuStkeLrclsed.^ 

Judpent? The Maryland, program discussed Chapter 11, for exa^^^ 
establishes a procedure whereby such discretion to^allow access 4s 
exercised by the Secretary of the Department of Public Safety. 



Rovernment vs. Private Sector Access. 



' It is often assumed without disfcussion that government should have ^ 
access for non-cr1m1nal justice purposes to criminal Justice information 
from which the private sector is excluded. The most prevalent non-, 
criminal Justice inquiry is for employment screenlngi government jobs 
Ire p?esui.ed tS Involve a public trust and important responsibilities, 
which probably accounts for the special access privilege. Those 
assumptions are worth examining'. 

' 'Considerations of "public trust"'may d1ff£r as between elective 
- of f 1 ce and publ 1 c j obs acqu 1 red through appol ntment or .Mmpeti t i on . 
SiU respect to the latter, the "pubTIc trust" may not be so Important 



as the naturt of the Job be pirfbnned. Js the job one that entails 
such risks as to justify an Inquiry Into cHrnlnal hlstopy^^^ an 
Inquiry for a similar orivate sector job be permitted? Of course manV 
gowrnmental Jobs involve access to information that may indv9*r state 
seieurlty or entail responsi bill ties that pose a special riskH to person 
i or proper^. There are parallel responsibilities alio in tht private 
sectori in both sectors there are many Jobs wherein no spaciaT risks 
are involved. i*. 

When risk is involvid, ^ovifnmint may be able to cope with ''It 
than a private enterprise that could be wiped out by an efflbeiiT«i#nt» 
for instance, that would be a relatively Insignificant loss In a' 
govirnment operating budget. Suffice 'it to say %hat it is probaMy= - 
:"more vaird to jnake Judgments about Job sensitivity based upon the nlTuri 
of the Job itself rather than whether the employer is a governmental 
or private entity. 

A related question concerns access by licensing or regulatory { 
agencies. Frequently private sector employment may require a licensfe 
granted to#those of "good moral charaGterM^ 

pretfed as permitting inquiry into criminal history. Though of course 
such inquiries would be appropriate with respect to many ilcenfid 
enterprises, sane eKamples cause doubt as to whether the leglsjiture 
gave serious thought to the question, especially where "good, iforal « 
character" Is required for license as a dog groMier, for instance. 
Though the LEAA regulations accept a "good moral character" provision • 
as sufficient authoi'izatl on for access to simple arrest or non-convic- 
tion records, '-statiB licensing regulations should be examined to assure 
that criminal justice information access Is appropriate to the 11 6ensed 
function. ' ^ - 

A final aspect of the gbvernment vs. private sector access question 
involves the rtfle of private security services. The last decade 'espe- 
cially has seen tremendous growth in the private security industry in 
the United States. Partially because limited governmental resources do 
not provide adequate security coverage, and because of the often special- 
ized needs of ^the business world for InveSptlgatlve and security service, 
private securt'ty has grown to the point wfiere conservative estimates i 
are that those employees outnumber all of Federal, state and local law . 
enforcement personnel perhaps by a factor of two or more. The recent ' 
increase of terrorist threats against Industrial leaders has accentuated' 
the growth of private security. The question is how to deal with the 
prlvatfr security Industry for purposes of criminal justice Information 
access. Is It'to be classified as law enforcement, or the private sfec- . 
tor, or in some special Category? , ■ V 

The definition of a criminal justice agency In Title 28 txcludes i 
the private sector since law enforcement is defined as a goverrmental • 
Junct1on,l,.^LEAA took this. p 

tion of the issue. One reason may be the matter of accountability. 



that is . a Qovirnmental agency Is subject to soffle (^im ^^i^tt^^L 
iSf fticwy bUI i^on ^Jlf if the publ ic. wN^eas ' thi s>a^ net bo tfli 
case In tht pr^fttt seetof, ' ' :' v ; ■ 

This matter shouM be addfesse/ so that^lt 1 J f 
fflav chMse to alvi pfivate seeurlty access to crlnilnaT justice mor- 

cedures. The NAC has pripared an extensive^fiRpft on the private lecu- 
Hty industry, and that can be eonsuitwi l^ i' . 



Access By Data Sublet « 



There Is little reason to question the right of f Jn^lvldual ^o^ 
inspect a record pertaining to Mmself; he knows what has bee^^^^ 
volvanent and can check the accuracy and conpleteness of nfomaM 
A va^d objection can be made to Inspection of Investigative jr in^ ^ 
telflgence^lnforrnatlon^^ 

Information is maintained could be vitiated If the data subject were w 
eKamlne his ;f lies . ^ ; 

Ri ght To Chanenge . " 

:|le rigM subject to Inspect his file Is of ^ 

seouence if he cannot request that Incorrect or incomplete data be 
cor^eSId or updated. Procedures to validate the challenge can pro- 
tSttaaainst imDrooer assertions. >A right to challenge by an adminls- 
^ t?Slvf pP^eSe tl bl- lompll^^ In ti lily fashion, yith^Picy ^-^^i^w 
in thfeVeS there is dispute over the dhallenge, would bejeasonable. 
If arecord Is not chagried In accord with the request, perhaps the ob- 
JecliSS cSuld be noted in the record with a brief explanatory statement 
supplied by the data subject. \^ 

Judicial Review of Challenged I nformation. 

Many states have general provisions for Judicial *'f|fw of 'ad- 
ministrative decisionii these may or may not include challenges to 

there, is insufficient evidence at present to Indicate that judicial 

■ ■ - 24 - ■. ■ 
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'ftv1W7*«uW*p9W a' significant a^ded bufden. (Gllnftl Juitlce wanti 
InfofBwtioh tis be accurate ahd cowplato, so therr is little rejiien to 
antlc.lpaM d^ASre^nts that c6u1d not be resolvect In the agene;^ review. 



Purging OP Sealing , 



Purging contefflplatts the complete reffloval of a r«cQrd from infor- 
■ matlon systttfis, either through destruction of the rliS^ld or by-return 
to the data. subject. Sealing preserves the record though It Is rwioved 
from the active files of the system, and thus access Is, prevented or 

is clean purged information may never ba officiany rocftlltdi'sealed 
information may be nade available in prescr1.bedidrcumAances.^^^^^^ 

J If Information Is no longer of any value to- crlmin J Jus tic© or to 
the public, then it ought to be refjoved frfi| thfr.1nfoipii on system In " 
the Interest of cost and to protect the in3fv1du^^hflr|^^ht be harmed 
If Ithl IhfoytrtatlOff ihould^^l^ 

information has no probative value as a matter of laWtsPen the infer- 
matlon might well be purged, either by destruction or ^Jfetorn to the 
data subject. The latter technique may. be nwre^e'ful ^ the Individual 
with respect to non-conviction records as a way to prot#t lilmself should 
Informatibn about' his previous encounter with the syst# turn up in the 
future. For instance, suppose that an Ind^ Vidua t"had 'fi|entafri 
mistake and charges against him were accordingly- dropped; later, the 
fact of- the arrest comes to public light because in account of It Is 
found Irt a newspaper nwrfue. The data subject vrtlT be In iarbetter posi- 
tion to clear his name If he Ms the informatloff.ln hi j 'paossesslon. • 

it is more difficult to make an argiment in behalf jH^rging con- 
viction information during a data subject's Ufetlnw, #(ert though sealing 
might be .appropriate. For Instance, if a previous off eBder , has no fur^. 
ther encwnters with criminal justice for a prescribed period of time. It 
may be the policy to limit access to the recw^. In the event of futt 
ther Involvement with criminaT justice aftei^t he imitation period, 'how- 
ever, then perhaps It would appropriate for tMWWior Information to S 
be made available. j*^^ ' 

If Information is sealed it can be reopened, but if purged. It Is 
lost. The subject /f purging Is such a sensitive issue to criminal jus/*% 
tice personnel th^ it might be more reasonable to consider sealing, / ^ 
with differlMj^pening procedures for special circumstances. Purging 
may nev#«Wwrtfss be appropriate for convictions for matters that have 
been "decrlmlnaliied,"^ such as alcohol or drug use, or "political" offenses. 

An administrative question is whether sealing or purging should 
"Oeeu r" lutMla ttcal ly or be trlgge red a t t h e rWu est of the jy^j'gg^ --^^^^^^^^^^ ' 
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Sfnett iMlIng r€f»v«s Information' from active ftlilg thit cou,M;«ccur 
wtOBatieally pupiuint to foutlne 'lnfomatlon audit «no Pivlt*^ pwce- 
dttfM. It Is ftaionablt that pupging be raqueited by the d*ta lubjfct 
whift ht Is iiititled to do so, asptciatly In infttncts when pufalng 1i 
aceowpllshid by mum of tht raeofds* Btciuw purging probably wouW 
oecuf only after som« appraeiaMs length of time* findlna the data lub- 
Jeet may pose a burden- which can be alUviated by fNulring him to cemj-^ 
ferwafd. If Burging is accomplished by deitruction of records, then tnat 
procedure could be automatically triggered by periodic infomation sys^ 
tern reviews, though the data subject might be unaware that his file was 




If sealing or purging Is adopted, be sure that all record-holders 

Fop Instance, In one state'whtre criminal rteords can be purged 
urt order, t^e court record 1 tsetf , which d1 splays the purgM 
mation, Is ^blic. / 



Removal of DisQuallf icatlOTS . 



Whin the purpose of sealing purging is to rwwve the onus of the 
criwinal record, it Is consistent also to raitove disqualifications asso- 
ciated with the record. 



Ri qht To State Non-Exi stence of a Record . 



The right to disavow a criminal history further implements pro- - 
cedures to seakor purge Information and refflove disqualiflcatiOT^^ 
Thus, If one ir asked If he ever committed an offense that has e^p 
purged, he would be entitled to answer, "No." A provision might pro- 
hibit questions concerning InforrMtlon that has been sealed or purged, 
but the right to deny the record goes a step further. 



Researeher Access. 



When information not referable to an identified Individual Is re- 
quested for research or statistical purposes, of course privacy cannot 
be impaired. The academic and research community make persuasive argu- 
ments, heweverr for the need to obtaln-lnformationwh 
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to IdmtifUblt Individual! « tht f«it«fchtr umiy nt«d to iogftgtit dali 

• "ffflw 4 v«f my of KifUfcti with rtipwt i« • pmtculif Indivtduil ind 
therefore afl lueh Information rMst be Identifiable. UngltudlnaV 
nudf ft that track a particular Individual over a iieriod of tim require 
laentlfiabte 1nforwat1on» r. - 

^^^^ 1^^^ for iucb Information If iener?11y rtco|nYi^r It Has Wien 
tpectflsilly rtconminded by the Privacy Protection Study Coinnltsl on 
and is pernltted by LEM regulations* Part of Title 26 CFfti deals 
specif Icelly with statistics and research, and describes procedures 
lAertby prlvaor intereit can be reasonably protects while reiearch tc* 
cess is not unreasonably Inf aired. Confidentiality ought not to be , 
easily dtfeattd under the guise of restarch, and im policy and pror < 
ce^res of Part 22 appear to be edequate. HUISS.has Issued^a pMif^let 
disfu'ssing 'the Implwtentatlon of Part 22. 



Accuracy and C^leteness . 

Apart frm "privacy* InttmtSj ustful iriforrotlon sHouTd be accu* 
rale and complete. The practical problein Is how to assure faithful end 
titfjely reporting of dispositions and official transactions In the cfl- 
minal justice process. The LEAA rBgulatlons regard 50 days as a reason- 
able t1n% within which to report dispositions,, and any Information sys- 
tein ought to be able to coniply. 



f ' Civil ROTeflles . - — 

The Issue Is whethar a data subjeet will be^ provldtd with ipeclal^ 
clvtl rtn^dits for the vidlatlon of inforiMtioo rtgulitions. The cm- 
' won law In most states already provides rmedles In difamatlon or In* 
vaslon of privaoy for dlssOTinatlon of Inaccurate or Incomplete Infor- 
mation, which will probably not apply to denial of the data subject's 
own access rights or when the c^fldentlallty of infoTrotim has been 
breached^ A right is of .little practical value if there is no remedy 
.for its violations; the COTipendium can be consulted for exanples of 
.^>emedies* 7~" !..""7 ~ - .... 



Criminal Penalties* 



^ " The qu^^ assess cirimfnaT penaTtfes ihsfMd^^^^^^ 

or in addition to, any civil rtmedies available. Criminal penalties 
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1ftform»tJon mnmtmnt policy and «aul«tloni. Adffllniitm vrpsnjU « 
]mVT% lets ef Job or Mnstop of duty are-opUoni for ^"1 JJ wHh 1n- 
twtlofti vfoUtlon or HabHual n^flllgeiicc. though flnci of 1ftC|rcflra« 
Son CiS bi the "tMth" that wnphasiie the Iwpof tance of obsjrvlng 
foSatloii^anagw^^^ Again, the C^ffliM «^^"»"^«^ 

for examples. 




stored and fBalntained sepflfaiefy from crfmlnil history mow InTWro- 
tlon seefflf to bo a prlnclplo that can be accepted without dtbate. Fre- 
quMtly I&I information Ik specuUtive. conJiCtuftU ^J«f ,ff 
tlve evaluatton* unverffiod, yat very sensftivs. Though IJIfnforma- 
t on Say ^ utefuU Sartalnly Watefptc and fts aft^rwath ha^e Pf^dod 
a inuUltude Of exampHi of spiteful, orronoous f fjf "JifJ* ^j!!™!" . 
tlon contttid and nmfntalntd fo 

of government or society. The utfHty of Ut fnfonnatloh^to fHffllnal 
iustice may be defeated by unauthorlicd accessi it can be at least m- 
bamssing and perhaps ruinous to .the data aubjfle|. The sesregation of 
141 information Is usually the pfactice in law f lu 
often suggested that 1&! 'ought not to be put into autwa ted system, , 



Regulation of Intel l i qcnco Col lection. 



This issue goes directly to the question of privacy, that is, what 
and how inforiMtionJs collected for intelligence purposes. The most 
outrageous intrusions Into one's privacy^are P«"Qtected^by Uws prohibj 
itinq electronic eavesdropping or illegarsearches. The inain Sf e of 
ntSfligencS col lection diSls with the extent to which cr mi nal justice 
sgenclts twy hav* access to non-criminal Justice Inforrotion. Aspects 
of this'queltion. beyond the scope of this report, have Seen dealt with 
in the riport of the Privacy PfOtection Study Cofflnlsslon, cited earlier. 



Regulation of Intelligence Olssentlnation . 



Given the nature of intelligence infortnatiqn, iijs difficult ever 
to make a case for the i d i ssimi na ti on of = such 1 nf o^pl on beyoRd au tno- 
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H In pflftfcullf dficlfttuft dfrfilvtltffl*- 

t1on«bte\for i^lo^nl 1l€«ni1ng or ilffllUr non«Uw inforc^nt pur^oiti 
In llQht of tht frf^uifitly unvariflid fUtui of th« dtta, . ^ 

Wfi^^ ififQtmiiQn within thi law tftfefniffifnt e^- 

munfty It in Itsut of soM sensUtv1iy« Ut^ oriforctmeni offfclalt 
htslUnt to dtfi@nfn«to tuch infornatlon ouiitdd thdlr mn Agency, irtd 
when they do It ti utu«11y only to othaf»off(clAli titth whom they «f* 

HQ0&er'itfn9« and often In such gam thi Infomatton li Minlalntd In a 
manbil fnt tht notes of tho officer who has gathefed the InfomAtton 
way H wantngful only to hfpself or iw^orw tlse gef^raily f««fH«r 

• with the flit. 



i 



, As prtvlouily stated, this rflport Is not COTcemtd with the tech* 
hfqoes of s«EO)rlty, Wt Bafiily wjtH the hetd to tstafcltsK the^^^ 
provide securfly. Technical source docimenti will be helpful here. 



* , * ' Transact ion Loos * 



Whether t syittfiT Is frtanu^T or^ a 

dentiallty of data can be enhanced If tr«nt«ct1on logs record instances 
of access to files and Identify the Information that nay have been added 
or dissefflinated. A transaction log can pemit fBonitoring of files iHth- 
out the need to examine the raw data within the file* Apart from pri- 
vacy and witll respect to Infofiatiai eunagt^ntt the.riftintenance of trans- 
aotlon logs fs a worthwhile practice. 



Tra i n 1 ofl 0 f E?npl oyeos , 

^_ , , ^ ^ _ _r* 

An appMpriate understanding of the policy and procedures to pro*^ 
test the confidentiality and security of infouMtion 1$ necessary on the * 
part of any personnel with access to fnforRiation. Any information sys* 
tern manager should ste to it that his OTployees are appropriately trainedi 
statutory training requirements efnphasize the need for formal programs 
andmay^^^elp in securing the necessary funds to provide adequate trajning. 
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to hiMolf, ThouQh fei# iwiei lueh ft il#iuiory f^fnoaw* imt i» 
P?oblbly bicsuie^tht *vtf9p>i kn«tf ih*t cr<«fMl iustfct .pwltt 
ketp ftlti. 
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In cwiMClIwi will! ilw tyfvty |f tttle lifHItitefi, fmr ttttet *^ 
mm qwtf W witii ftiptet le ti** urottii iMy ^laj^d In ife¥tt*plrt|' ■ ■ 
Ihiif pr^tm, Thti« slii#t* Cotdri^Oi Utfnoii* IttoryUnd m4 Vithfng- 
td«, ift pftstni^d wt «t e^^lf for pf^f*»s iti^h ti fgi^tti tttM 
t pfWf » wit tfplMr* iRfWiH |Jiii>fpffl tflii\iM»t Iht iwlitwtiHv* 

#1f»f ittd l*#le**fltl»io ImC^ * 0w|r»i« ftiiMlrti €ir#f«t tftawfM 
pliiinfnf ii WWII, ' ' 

iftclll *ft4 poltUcil tnvlrftMftenl d|et*tii wiff*Haftt In haw 

M ths'coiictulfein of ihH ChApltf Ihert «ft io^ Ideal aMmI ipfMtl* 



COLORADO 

■ / 



Colorado Criminal Justice System. 



Colorado has two state lavel law enforcement agencies, the Jtate 
Hlahway Patrol and the Colorado Bureau of Investigation. The Highwax 
PatroV situated within the stajte's Department of Highways, is respon- 
sible for patrolling state roads, the enforcement jf traffic Jaws and 
providing support In emergency situations at the direction of the Governor. 
The CBI operates crime laboratories, an investigation division that^ 
provides technical assistance to local law enforcement agencies, and^lt 
maintains the Identification bureau and crimlnaljnfopatlonjenter for 
the state. Established 1n 1973 1n the Department of Local Affairs, ^CBI 
also has responsibility for the Investigation of organized crime acti- 
vities that may cross jurisdictional lines within the state. \ 

The Chief Justice of the Supreme Court of Colorado has superin- . 
tending control over all the courts In the state with JJe exception df 
municipal courts and the Court of Jenver County. The Jtate^^ Ad- 
ministrator, who reports to the chief. Justice, 1^^^ 
management and admLnlstratlon of the courts. There are 22 district 
courts of general Juri sdictlon, and the 63 counties each have a court 
of limited jurisdiction, dealing with misdemeanors, the issuance of . ^ 
warrants the setting of ball,, etc. The County Court of Denver functions 
tSth'Sl a S!ty Ind a'coun^ c^urt, and there are 
cipal courts throughout the state that are not part of the state judi- 
cial system, i 

„;.._^?j-j,g.stgte- has a- unified correctional..system..e 
and minimum security Institutions. P^son camps and Jjher faclVitles^and 
services. Probation services are under the jurisdiction of the district 
and county courts. ^ ' 



Criminal Justice Information System . 

In the early '70s the state began the developmtnt of automated_cr1^ 
m1nal justice Information systems. It experimented with a criminal his- 
tory record system, and began an offender-based tracking system as part 
orrcomprehenslvl'^^ syitem for criminal justice. The state court 
system Is developing a judicial management information system, and a 
SSnent lJfSSlon:iystem for the department of co^irfctlo"^ Isabel ng 
developed as well3 One judicial district has a prosecution management 
Information system^v?' 
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The privacy and security plan for Colorado contemplates that thr 
arresting authority will forward fingerprints to the CBI together with 
the charges, and a criminal Justice number will be assigned to the charged 

"^ihai vtdflar by"thi-CBI "at- that" t1^ 
initial entry polnti district attorneys art expected to report dlsposl- 

, tlons with respect to the charges which are also assigned numbers by the 
CBI, but the criminal justice number Is the principal Identifier for 
all subsequent processing In the system. . 



Devtlopment of the State's Privacy Program . 



In 1973, the SPA established a Criminal Justice Informatidn Ad- 
visory Comnittee to assist in the developrrent of the state's criminal 
justice information system.' The Committee was comprised mainly of law 
enforcement representatives, and It functioned Informally to provide { 
ongoing advice to the SPA staff. A Statistical Analysis Center (SAC) 
Is located within the SPA; ; , - J ^ ' 

In 1975^ stimulated by the i'Mtlal rdgulations Issued by LEAA In 
uMarch of .^^at yeir^t the SPA dtvel oped a^ieneral criminal justi ce inf pr- 
ft^^ plan which Was reviewed by the Advisory 

Committee. The plan was submitted to LEAA lit March, 1976, and included 
a detailed series of 41 milestones for'task )JerformairiG;§ In connection 
with development of the privacy and Sicurity program^f these are set 
forth as Figure 2, beginning at page 38 hereof. Xft^ SPA held back on 
dissemrlnation requirements policy In expectation of revised- LEAA; regu- 
lations. The dissemination package was completed In June, 1976, sufa^ 
sequent to the Issuance by LEAA of the revised regulations. • - ' 

The Governor and othai; state and local officials had expressed \ , 
some displeasure with what was perceived as Federal Intelrventjon into 
state matters because of the LEM regulatloinsi the requirements for 
dedicated systems were a particular bon^ of contention. The news media ^■ 
also reacted sharply to the dissemination restrictions in the first ' 
LEM ragulations; These concerns were considerably mollified by th^ \ 
^revised iregulatipns. / w ; . 



At the time the plan was submlttedV Colorado had! a public records 
law which was unclear with respect to its application to criminal jus- 
tice information. It seemed to be the general practice of the CBI 'not 
to disseminate criminal justice information outside the system t though 
such information mai^ have been available from local law enforcement 
agtspcies. ' i . 

In September, 1976, the Governor established a separate. Special 
Task Force on Access to Criminal Records, to develop the confidential- 
ity policy called for by the plan. The membership of the Task, Force 




was much broader than that of the Advisory Committee, and included 
?ISStati5ernot only from state and local criminal Just ci agenc1«,, 

bSn fo fJirn buSlness/ntws media, the ACLU. P?i^,«||,"|S' Pf l^S^e 
^Mntemt-qfoups and genefar-local govirnment. 
pSblirytlnSi to gather views on the subject of access to crimihal 
reeords* , 

The Task Force drafted legislation amending the public records act 
so as to include crlmirtal justice Information* to authorize a central 
repository (the CBI) and to require criminal Justice agencies to report 
their off ical actions to the neposltory. Upon submitting the draft 
to the Governor in January. 1973, the work of the Task Force was finished, 
and it dfsbanded. The Advisory Conmittee of the SPA continues to func. 
tion In a monitoring role, providing advice and assistance in addressing 
Implementation requirements. . 

The legislative proposal submitted by the Task Force to the Colorado 
legisllture during its 1977 session was essentially an optn record.|ni 
milting the requirements of the LEAA regulations. The question of. cH- . 
minal justice information confidential ity did no* seem, to beof. parti- 
cular interest to the state legislature, though thr Hope cqmmittee^^^^ 
w th jurisdiction over the bill did hold f tensive ■ hea^in^^^^^^ 
imoosed dissemination restrictions consistent wlth^the SEARCH^standaras . 
rTlcycal Report #13. closing non-criminal justice access to mis- , ■ 
demel or inkrmStion affer five yea 

Information after seven years. It^also provided that arrest inforofati on 
without disposition in two years.) and ^non-conv ctiqn^lnformat^^^^ 
would be released only to cajninal justice agencies. The Colorado Sen- ^ 
■ a?e accepJed molt of the HouH amendments, and added, a provision for 
automSirseaTlng,of records after non-tnvolyement with criminal jus-_^ 
ttce for five years far misdemeanors and seyen years for felonies. Th^^ 
. efict was toirovlde substantial ly more ponf identlal ty to criminal j^s. 
^tiGe4nfonna|f0o-,ibhaa.h 

* The stats lawUlso has an interesting discretibnary sealing pro- . 
vision which permits the data subject to apply to court for JJe Jeal- , 
ing of specific crimirral justice information., :,If. the court f1 nds . 

"that the harm to 'frt-ivaty of the person 1n Interest or dan- . 
qers of unwarranted adverse consequences outweigh the pub- 
: - Tic interestviTi rewining the records; the court nia|^ order 

\ such records, or any part thereof except basic Identiflca-; 
tion information, to be-sealed. If the tourt finds that , 
neither sealing of the records nor maintaining of the re- 
cords nor maintaining of the records unsealed by the agency 

■ would serve the, ends of justice, the court may enter an ^ 
appropriate order limiting access to such records. 

The Act further- -provides that when records have' been p.a.led. or access 
mi?ed. the data subject may deny the existence f the^ofjlcla |ct ons 
covered by the order. (There Is not a' counterpart right of denial wHh 
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respect to the automatic five and seven year limUatlon provlslpnSi 
however.) Furthtr, the law prohibits "employers, educational institu- 
tions, state and. local government agencies fro'fn requiring an applicant 
lo, disclose anyjnformatlon contained in sealed records^. It also pro- 
vides that an appi 1 cant ma/'not be"^"d^ %oB sol eTy on IHe Basir that 
he refused to disclose the existence of a seiled record. 

The legislation gives to the custodian of intelligence and investi- 
gative information the discretion to deny accesf "on the ground that 
the disclosure would be contrary to public 1nt#est." 

{J. ' ' 



Significant Issues . 



• In the development of the privacy and security pi an*. there Was 
Initial opposition from local law enforcement agencies to the notion of 

cen;tra 1^1 repository,- Some of this opposition apparently resulted from 
'dissatisfaction with t^^ operation of the experimental computerized cri* 
minal history systwit also there was some doubt expressed whether the 
state could adequately maintain an identification section. The local 
agencies were assured that they would have an Ihput with respect to 
central repository policies and-^ that 
they might not have the resources to maintain an adequate record sys - 
temV and to do so would Incur cost duplication* Local agencies are 
entpuraged to maintain backup records, however, if they so choose. 
These factors together^ervi^ eoncern^bout the central 

repository. * ^ ' 

. '/The central repositor^y rraintalns fingerprints* missing and wanted 
persons Information* crinlinIT histories and uniform crime report data 
"ttKau tOTa t^ 1 girtcrlTif ormati onH malntai ned-at -the-cen-- 

tril repository i though it is not automated, 

Lirtitatlons on dissemination to non-criminal justice agencies was 
.vigorously opposed'by private security agencies, credit Investigators, 
etc-* and though they were apparently persuasive with respect to the 
Task Force position, the legislature did provider limitations as pre- 
vious!/ noted^ ^ . 

LocaT law enforcement agencies opposed the maintenance of a dis- 
semination log, and did not like the requirement to query the central 
respository before disseminating information* and the legislation does 
not incTude these items. The users agreement provided by the CBI to 
those with access to the central repository does require the mainten- 
ance of dissemination logs, however, 

'■ the judiciary was uncomfortable with the notion of closing^ccess 
to court records since. In many instances this is the only contact that 



the public has with its court system. The Supreme Court did not, how- 
ever, take any position on the legislation though a representative of the 
State Court Administrator's office was fully Involved in the Task Force 
effort. The public record law allows the Court Administrator and the 
t^noiKaF to aevtTdpmess r^ 



Some Remaining Problems . 



The disposition reporting process has yet to be thoroughly devel- 
oped. There is question with respect to how municipal ordinance vio- 
lations should be treated. Such violations are Included within the 
definition of official actions covered by the public record law, and the 
amendments to require any "law enforcement, correctional, and judicial 
entity, agency, or facility" to furnish information to the CPI central ■ 
repository. A significant aspect of this will be the treatment of the 
municipal courts. The Advisory Committee, CBI and the State Court Ad* 
ministratpr- are working to develop adequate reporting procedures. 

Assuring accuracy and completeness. ,1s recognized as a problem. 
It may be two or three years before .tjiejcourt information system Is 
thoroughly effective in the report1^f||oce|si local law enforcement 
agencies and prosecutors must be d^TOt'cfpon to accurately report 
their actions ' v'-l^'^^'-^'^^^ 

The 1 egi s 1 at 1 on does not def 1 ne "non-i nvol vement" 'tnd^'ffrfr-W^^^ - ^ 
a problem In interpreting that provision. It -is not clear, therefore, 
whether arrest, conviction or something else may constitute involvement 
with criminal justice. 

- — Because of "11 mi tatlons on access-to conviction records-«nd -the pro-— 
visions for sealing of records, Colorado might face a problem of "black 
market" information. Whether there Is such a problem, and its dimensions 
of course will not become evident for a few years yet. 



Words From the Wise . . 



Task Force members interviewed 1n connection with this survey seem 
to be pleased with the procedure used to develop their criminal justice 
access recommendations. Special emphasis was given to the broad re- 
presentation of the Task Force, the utility of the public hearings for 
gathering views, and the supportive role of the SPA staff In drafting, 
etc. There was a general feeling, however, that there should have been 
contacts with the legislature much earlier. Though a member of the leg- 



Ulatufi was on the Task Force, there was no steady liaison with legis- 
lative leadershtp to prepare the way for Task Force rtcornendatlons. As 
a result, the legislature placed more limitations on access than had 
been recommended » though the Task Force did npt anticipate that possi- 
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CY 1976 



Responsible 

Months Titles Agency 
Task No. JJli£ — — — — ^ 



June 

1* Coordinate privacy and security CBl , 

, procedures botween CBI and other 
criminal justice information systems* 

2. Revise the "Exchange of Computerized CBI 
Criminal Histories agreement" to^be 

^ more explicit and cover all exctitfnte 
of criminal history record infor- 
mation- . 

3. Establish a specific list of locations CBI. 
where an individual may request access 

to his criminal history record. 

•"4 Rewrite and expand instructions on CBI 
access and review including standard- 
ized form for challenges and distri- 
bute to law enfof cement agencies. - 



< Develop and distribute material for 
'public cbnsumptton to. ColoTado Crimi- 
nal justice agei jies and make readily 
available fo- pojice distribution. 



CBI 



July 

-6 Strengthen the CSR by^filling the CBI 
vacant I.D. unit supervisor position. 



September . 

7. Prepare model operations procedure CBI 
pertaining to completeness and accu- 

. i' racy of information and query betore 
dissemination. 

8. Complete the disposition reporting CBI 
system design to integrnto, the court 

and corrections dispositions into the ^ 
computerized criminal history. 

0 Modify cxistinr ocbrd challenge CBI 
nrQcodures to include the use of a 
standardized form which identifies the 
specific .•ntry being challenged, the 
reason und supporting documentation. 

. * REFERS TO PAGE IN PRIVACV PLAN DOCUMENT 



10. Develop arid place into opera'tlonSi CBI 
internal CBI procedures for receiying 
challenges and conducting the 
administrative review, 

il.. Develop and implement administrative DCJ 
appeal prdcedures involving the 
Attorney General as the responsible 
agency. 

12. Prepare and disseminate policy regard* CBI 
Ing criminal justice agencies access, 
use and dissemination of criminal 
h istory record information. 
October 



13* 
14. 

IS. 
16, 



17, 



18, 



Have a fully operational computerized 
criminal history. 

Develop and disseminate a booklet to 
criminal Justice parsonnei on CHRl 
security responsibilities and 
obligations , ^ 

Establish systematic audit procedures 
in court system* 

Establish procedures for processing 
and reporting disposititfns otj arrests 
that are processed through municipal 
court. 

Commence the disposition reporting 
system in an operational mode sup^ 
ported by the necessary agreements^ 
^ o pQ ra t i on a 1. man yal J ^.and ^.ina tr.uc.t Im , 



Estabiish systematic audit procedures 
in corrections systems. 



CBI 



CBI 



Court 



CBI 



CBI 



Div, of 

Corr, 

Services 



19. Establishp implement and promulgate 
procedures for correcting erroneous 
records and for identifying and noti- 
fying agencies who have received these 
erroneous records. 

December 



CBI 



20. Require that all terminal operators CBI 
meet minimum aecurity checki and 
receive training on the cfcnflden-* 
tlality of Clim . \ 

21* Develop and Implement specific secu- JD/CSD 
rity instructionr* to operators of the 
' Judicial Department rind Correctional 
Service Division Informntlon Systems. 
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CY 1977 



Tiisk No. 
January 

22* Support the Query Before Dissemina* 
tien Rule before disseminating 
criminal history record information. 

23* istablish policy and procedures 

regarding Query Before Dissemination 
Rule supported by user agreements 
between CBI and crimin^al justice 
agencies. 



^ Agency Paec 



CBI. 



iCBI 



3*10 5 3-11 
3-11 



March 



Complete the disposition reporting 
system for Municipal court disposi* 
tions« 



CBI 



3-9 



June 
2S, 



26, 



27. 



I 28. 



29. 



Prepare and pursue an Executive Order 
or legislation specifically dL*sig- 
nating CBI as the central state 
repository and operate the computer^ 
ized criminal history* 

Prepare and pursue legisJatiye action 
^coWrlng^ tKr sybmissioir^^ 
priht cards* 



Prepare and-pursue legislation 
specific .lly requirinfi disposition 
reporting. 



Commence the municipal court disposl' 
tion reporting system supported with 
necessary agreemonts » opera tionol 
manuals and instructions ^ 

Include in the systematic audit * 
procedures the Identification and 
inspection of criminal Justice 
agencies who disseminate criminal 
history record information ensuring 
adherance to the regulations. 



2-1 Q 2-2 



of 
total 
Affairs 



Dept. 
of— - 
Local 
Affairs 

Dept , 
of 

Local 
Affairs 

CRI 



CBI 



2-2 



\ 3-^5 



3-9 



3-12 
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CY ly. , (ContO 



Month S 
Task No. 
(June dontO 



Tasks 



Responsible 
Afiency 



30, 



31 



32. 



Propare and pursue legislation relat* AC 
ing to access and dissemination of 
criinlnal history information. 



Establish^ maintain and disseminate 
a lirt of non*criminal justice 
agencies ayrthoritcd to receive crimi* 
nal history record information. 

Review existing state statutes and 
ordinances* andp if necessary, draft 
lesisiation to allow local non- ' 
criniinnl justice agencies to use 
nonconvictidn criminal history record 
information for license and enfploy- 
ment purposes . > 



CBI 



AC/ 
Governof ' s 
Commission 



Reference 
4-3 



4-5 



4-7 



December 



33. 



34. 



35, 



36. 
57. 



38 



39. 



Prepare and di^sofninate policies, 
procedures and forms covering contrnct 
(service) agencies. 



Prepare and disseminate policies, 
procedures and forms covering 

^fe^iie a r cKe rT~^^~'^^^^'^~^^^ 



Prepare and pursue legislation 
providing for annual audit of all 
criminal justice agencies complete 
with sanct ions . ^ 

Establish annual audit responsibility 
in At^^orney General's office and 
create audit committee* 

Establish operational delinquent 
disppsition monitoring system* 

pstobllsh audit trails systemwide 
to support systematic and annual 
nudilts, 

» 

Establish dissemination logs 
systemwide. 



So 



CBI 



CBI 



AG 

AG 

CL'l 
CBI 

CDI 



4-8 



4-9 



S-6 tcy 5-9 

S-6 5 5-7 

5-4 

5 • 5 fl' 
5-6 
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Month fi 
-Task Ho. 
( Deeeaber 

Cent.) 



CY 1977 (Cont.) 



Tasks 



40. Provide field staff to support 
systeisitic audit proceai. 

41, Establish systematic audit procedures CBI 
systemwide. 



ReiponsiBIe "Itit 



CBI 




aiiNOis 



'Jh^ \Tik^w^$^%tice %y%tm In Illinois Is largely centriHied 
in tKrae^^^^teli^ The Oepartment of Law Enforcement, the State Court 
Systffnt al^^f^tpart^ntpt of Corrections. 

The Department of Law Enforcm^nt, headed by a Director who re- 
ports to the Governor* Includes the State Fire HarshalU the State Police 
the Division of Investigation, and the Bureau of Identification whieh . 
operates the automated criminal justice Information system* The Illinois 
Law Enforcement Connilssion (ILEC), which Is the SPAi is establtshed sepa* 
rattly by statute In the Governor's Office, 

Thi Bureau of Investigation 1$ responsible for the Investlption 
of organised crimei and provides technical assistance to local juris* 
dictions for the investigation of ie^iportant crimes agalnit the stalti it 
maintains manual investigative and intelligence files not part of the 
criminal justice inforMtlon system* 

- Tha State Police have responsibility for the enforcement of state^^^^^^^ 
traffic laws, the protection of tht Governor and state pfoperty, and 
upon assignTOnt by tht Governor may deal with emergency ami other special 
law enforcement situations. Direct law enforcement throughout the stale 
is primarily the responsibility of several hundred local jurisdictions » 
including the 102 county sheriffs and Mny municipal and village police 
agencies, 

Illinois has a unified court system established by the Constitution 
- of--l 970i- wh 1 ch -y€S ts -Jud 1 el«l-^vf rs 1 gh t--in - th#-Supr€M-Court^"Th€r#^^ 
are 21 circuit courts of general Jurisdiction, the largest being the Cir- 
cuit Court of Cook County I whlle-^ther circuits include trm 2 to 12 
counties. There are a variety of courts of limited jurisdiction In 
the state at the municipal level. Though the Constitution vests in the 
Suprefpe Court superintending control of all the state courts, a good 
deal of administrative authority has been delegated to the various cir- 
cuit courts. The Administrative Office of Illinois Courts compiles and 
disseminates statistical ^fprratloni the larger circuit courts also have 
court administrators. The Circuit Court of Cook County, responsible for 
about 6051 of all judicial business In the statei Is probably the largest 
trial court of general jurisdiction In the country. 

The Department of Corrections has responsibility for state correc- 
tional Ins ti tutlonsi Probation and parole services are under the juris* 
dlct1oiu#< the various chief circuit Judgeii - . 
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rriinlnal Justice Infomatlon Systctn. 



—™"nTTnorrislJe¥c1 oping f 

accord «fth the current state plan, includes capabUft cs for la« en- 
forcement and corrections aqenctes. At present there Is "O plan for a 
statewide court Information jystcR, tHough the St4tc Court Matniftrator 
Is coordinating devclo^ant of such a plan, 

The state's Law Enforcement Agency UU Sysiw (LEADS) if^inlalns 
such on-line fncs. as Mnied persons and stolen articles, and accesses 
cwsDuterlied criminal histories (CCM) maintained by the Byrcau of Idcnti 
ftcatlon. and computerized flics mintainfid by the Sccmary of Stite. 
LEADS also Interfaces with the Matlonal Law Inforcefsignt TtflecowmJOtca- 
tlons Systesn (NLETS) and the F.B.I.'s National trim InfonBallon Center 
{HCIC). Underway nw is the develo^^nl of a Corrections «tn«ff«^| 
Infomatlon System that supports the LEM funded OSTS OpSCIS. The 
COS contcffplates regional infon-ation systefflS in a netwark irith LtADS. 

niinols began a central iied crlainsl infor«atton sy$tcs^ with the 
' passage, in 1931 of the CriBinai Identificitlon Act ^♦"^J f"«|"'5f J.* 
■^etilril repository that today Is. housed m the Bureau of 
within the Ocpartfwnt of Law Enforccfficnt, {il.i.R.5. Ch. JB, itc, iuo'i i 
That Act requtrei law enforc«MOt «genclcs to. report arrests and ^ 
positions to the central repository. f "^"f;"^%"P^l*«fy,^«" 
sures by allowing records from the central repository to be dtssesinated 
only to peace officers for the adrtinistratlon ^of the crlfninal jaw. 
There also are provisions for dlsscffllnatlon of records to specified «p 
*c1es and others pursuant to statute, ordinances or orders "as my m 
I necessary In the Identification of persons luspected or accused of crir. 
^ and In their trial for offenses aftep being in prison ^''/f f 

fcn>irr-^he case of Kolb v. O'Conner. 142 N.E.ad 615 (1957) 
— ftafeutff ms" d-^pp 1 leahT« ot^ I rtm* i tflrj? 4ftd Jiat^te. 

locil criminal justice agencies. As a result, though Informtion dis- 
settiinatlon frcm the repository has been regulated, thP practices or 
local Uw enforce?m?nt agencies have varied widely. 

peyeloj^nL^i_t]ieJX«JJll^^ 



In 1972 thH Otparlwent of Law tnforce«nt prepared an action plati 
for the devolopwnt of a statewide crifflinal justice Information sy^icffl. 
In 1974 two advisory cwmiittees to the SPA were established to develop 
coinrtreiu^niive pellelei lor the criminal Juitice infonnallon syst«!. 
These £0<mitttH'S each rfrnirtftti thftir fPCOfnnenrtat ion« In 19/4. 



ce^rliid Mlnly of cUlitn rfp«ienut^ves ind iC«g«ifcUni, The 
fccc^endilifwi ef th!i t»piittee m% * proposal for c^^rthecisivt Ifi^ls* 
Utfo^ Qovcrftlng the cotlection^ use and df iser^fnA ifon of cr\mim\ jus* 
llci InfomittOfi. pro^sil wis fir-rttchlngi and Incorporaltd 

ttfid«rti af SO^GH T€Gim ( c4 1 fitgar t # I J t Ifi* l^4( tiro* ^ ^ ^ . 
vl$f0ni for %mMnq ind purging of conviclfon data, ThH !^<sUllve 

* 

Tfi# o|Jt#f -idvlsory droyp, # Users PUnnffif Cciwlil€«i cots* 
Pf If^i if Wt n4« ttip!lti» of rfprtiffititlvtl Of crli^tr.4l juittct 
§gfnct<iSt Thf rtc«^nd4tlani of Ihli cOTPUlft mr^ Urgtly icccpl^ 
by lt£C in4 irt tow pybUsNd is Iht Sundardi f or Criniftil JuitUf 
I n f oniiii I f on Sys tms Iftjt wil N obiervel^fiy i^y tgtncy r^<t I vTn^ fuJ^d* ^ 
T^" fros ItrCf or tVif orP4 1 Ion fyttw ^v^lqpwnl* If^st c^^r^htcitivt 
SUfKlirdi r^liie to 4II k%ptcu of fnforr4llan iyst« dertlope^ftt and 
o^fitloft. With «ip^cl to dUfWia^tton rtfylittWi th* ft4fi4ird^ re* 
quirt ejEpun^awnt of InforMlion IndlMtln^ 4rr^il wit^^l co^tvktlort (or 
pfOCMdffifl ttWifftitH in Hsr^f of tht sccuitd)* At to othtr crfalMl 
Juilict InfofT^tlOTi ai%%min^iim li ptmUltd on i ^nti^ to kn&m 
and right to knon* bdf is. Tht stdftddrds mphisJlt thti MiftliiMnet of 
tccurite iftfori54tlon j srtd p^mit d4t4 sgbje<t rtviei# ind chtUenj** 

In tftf Fall of l??5t fuftffqywt to tftt ifiyincf By ifM of i%% 
iftttfili prjvscy ind stcurit^ rf^guldllons^ llit Govtrftor diilgnit^tf Iht 
SPA $iaff *s the wch*nt|ti 10 coordfniit lppU«fit4t<w of 4 SUtt pUn 
for tht e»f ld«^ of er^telRsl Jijstfe# fftf#*wtlOTV* ttfw^ trm 

tht SPA to Iht Suit's AtiorfieySi tht 0«p4rt«nt of taw |f)forCf«nt, 
the Aitorne/ Q^h^r^l, t^e SfAt^ Court Mnlnlitritor ifid tha Qipdrl- 
atnt of- Corrtetlorts* diked for rtwrii trith rttwct to t^ftir infQfmiim 
%^$tm%, Tm fiourii rcprd lh§ir r$CQrt% iS putolie, so IIHwis 
plao ws prepared by Ihe SPA staff r*a!nly iirlth aiiistanct froa the De- 
Pertain ts of L^w tntorc^mnt #nd CDrf^ctiofii* 

the llUnoii pUn ^^s subftUiedL a rtviiton was suteitttd by 
ILEC In Jurtfi I9?6, to respond to Ihe^ LEAA changei. 

1ft Woves*ir» 1977, the Cavewor. By CxfcuttVt OfdIP* #it«6Mffted 
"the sevtn*a^b€r Cr^^inal juitic^ Infom^tioni Council, with thi? miu 
date to consldi^r co^if IdentUll ty and security rfQyiiw*ents for crijfiinat 
justice iftformatfofu The Cmjficil is authorised ^'lO isiue rfiuJaUons* 
9uideiiii§i and proc>d^r^$ which Insure th^ privacy and lecurily of cri- 
f^inal hiitory rftcord irifotimition consistent with sial^ 4nd fadaral 
laws . , , The? Councit H the* final appMl bt^4y with r#sp«ct to 
individual challemj^i to crffilnal hfstorfe$» and li awdiis the pro- 
cedural of the central repository. . 



.v./ 

o 

ERIC 



Individual Review and thallenge. 



' A slqnlficant asptet of thi Illinois program Is Its emphasis of data 
subjtct access to files, with rights of review, challenge and appeal. ,; 
The SPA has taken steps to publl die these access i^^ghtsj Jncluded 
here at page 47 as Exhibit 1 Is a brochure published by ILEC that In- 
forms 61 tl lens of their fights of record review and challenge. After 
two years' ixperlenci with this provision, the Department of Law Enforce- 
ment indicates that the procedura has been quite manageable. Over tha . 
last year, because of extension of access rights to Incarcerated indi- 
viduals, requests for review haye Increased by Z70%. Despite this per- 
centage Increase, however, statistics for the review f JaPP"! "se- 
Llgad are interesting. Dur1ng:,i,|4 month period the statistics art as 
followsr Of 647 inS^ gg cha lenged the - 

record; of these only three were not^satlsfled by the^ln t «! dLE^ re- 
sponse and requested agency review wherein f^o f^fatlsfled. _ As of^ 
this time, the remaining case Is on appeal to. the Criminal Justice in- 
formation Council and has been scheduled for early 1978. 

: ^The t^^^ 

23 davsV the time forVesponding to a record challenge has averaged 
about 20 days, and an average of about 19 days was required Jo Process 
the administrative -review. These time spans are within the DL^ 
tlons. and the procedure does not appear to have Placed an undue burden^^ 
5poS the department, allaying the fears of many who P;|dicte_d^that review 
and challenge procedures would be an unmanageable burd|n. Further.. there 
has not been a significant Increase in process time during the last 
12 month period, when the large Increase in requests was received. 



Some Remaining Problems. 
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Compliance with disposition reporting procedures still poses some 
problem, as in* many other states, though Illinois reports good pro- 
g ress in Imp roving this process. ' : ^ 



In spite of policies and a few statutory provisions permitting 
sealing or purging of certain inforTnati on, it appears that many agencies 
wm not seal or purge except pursuant to a court order. Since the 
courtfregard their Records as public, whatever might be purged or sealed 
In agency records would be available from the court record. The reso-^^ 
lutlon of this problem must' await the development of a court information 
plan by .the Administrative Office of Illinois Courts. 

The mechanisms for operating a rational program to JfSulate^lnfor- 
-mat1on-d1ssem1nat1on ^n 4ll1no1s are all present.. J 
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M^vidisl^R^ulng-cooriaffna^ the crIminaV justtci' systeirfr-';;"^"' 

v3^:Hs:th^ey to the statewide system for all of criminal justlee.' Th^ ^ ; 
•i'^^CHnilTift Justipe Information Council fulfills, a "watchdog" rcile as welt) 
.^-/as being a forum for' the development of-pollcy, ' ' ■ i : 
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YOU HAVi A RIGHT TO SEE A COPY OF 
YOUR CRIMIN^ HISTORY RiCORO 

• Boglnnlnf March Id, 1976 



^ • The Information In y^Mf reeord should be corroct. 

^ • H tho InformDtloh is not aprreotp you pen have 

^ It changed. - ' . , 

• Revlow forms aro available at your local 
police station, V 



# Read the instruatlons Inilde. 



|^t|inritfi9 March iSr 197ft, tvi^pnanrtiii the righl 
p>||:llt aatf ^rrt€t Informilibfi fhii the polled, eouns, 
Krarrtilltnil, dthir |g«Aelti milnfibiV frteludad 
tjiiiV^ur fteord li % 11*1 ©f whal^eu hive beaiv 
fiiitilttd tar, the d«tit you weri arrtited and rifieased, 



WHY BOTH ^ 

L The matil fialon you theuld ^Win to review ytfur . ' 
KlMoord It to niiNe iure thai the ihf^ : ' 

P^ifaorredk Yoy wit also want to bd su f@ that yoUr record : 
::| InetMdn only legally mllntalned lnfoi^^ 



; of f/ie armed B§Nle$St Of tt§m Qtutnlnp a IIcmbq ^ ^ ' 

^k^liti^ i^mlifefiCTiitd^w luiWarlzed 

:! ;ti9i examine your ceedrd end they may be Ihrlu^nGed ^ v 

fii bf what they aee/Sd you want to be sure lhat your , < 

reoord telta the true itdiy of what Happandd, 
r With the oorreet datea and facts« \ > : 



No, Reviewing your ^-eeord Is a very simRle matter; 
.First you 'my it identiry yoyrself and submit the proper 
^lOrmi Then you can look at your reoord and Qorrict 
kny errors that you find. 



'af$o known $$ a "rsp sheer 
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IF YOUR CORRiOTlbNSfiARE DENIED 



11 your corrections are danlelf In i^^^^ In part, 
the nellce you receive wlirteiryou wWftVw can see 
a writlen eipianailen ol the decision. Bring both your i#S 
n^uM iQf Agq§»s and.^eWew and your >t bM 
fleeerd Qh$lt§ng% to thlf eppolnlment. ^^{3 

If you are not satisfied with Ih^ eKplanailon you are . 
given, there are two things that you can do, First you^^t 
can apply for an MmlnlstratWe fievlew. Appllcatlofijl^^^ 
forma for this procedure are available at your locatv a2 
police elation, if you are still not sallaf led with the : 
results af ler the Administrative Review has been 
completed, then you may file an Administrative 
Appeal with the Illinois drimlnal Justice Information 
Systems ^ounclL The Councirs decision will be final 
^less you choose to file a civil suit In a oourt of law, ^ 



FOR FURTHER INFdRM ^iN ; , 

Contact your local police of county sherfff'e of tice. 

WARNING , J -^S^^^^^ 

IT IS A VIOLATION OF FiOERAL UW (42 U.S.C. 
1 3771) TO USlTHESi PROCIDURES FOR ANY ^ 
PURPOSE OTHER THAN-TrndNDIVIOUAW fliViEW* 



OF A CRIMINAL HISTORY RiroRO. ANY iMPLOVtR 
WHO REQUIRES SUCH INFORMATION AS A 
CONQJ-WpN OF EMPLOYMENT WILL BE SUBJECT- 
TO A SITOOO FtNE. VIOLATIONS SHOULD BE i : -^ 
REPORTED TO THE UNITED STATES ATTORNEY'S 
'OFFICE AND TO THE ILLINOIS CRIMINAL JUSTICE - 
INFORMATION SYSTEMS COUNCIL IMMEDIATELY. 




Illinois Criminal Justice InlormaUon Systams Counell 
lilinois Law Bntotoemant Comrnlsslon 

120 South Riverside Plaza . . . ™ 
Chicago, llJinoli 60606 ' 



ERIC 



ll it Ihl^ j^lldr^i^^^ ihtriiri dtll€t la 

J«;lfa!t 0 th# heurt of 8 A,M. and 

|4 p;M.;MondiV ihroyfih Mdiy* till ihtm thii yoy 
^iwAnyo lit your erimlnil Mitory ri6§rd. You will bt 
^^giviifa form id Hit out §itlid b n§qu§»( tor Aqw$ 
liMtfltfvtoii^A eopy will b kaep. You will 

:piiva to VhdW ioifna form e poiltivi Mafilifleatlon 
puph li a d^f^a llaani* or birth eanif)§ala, and you 
^!vilir M;flaoarprlniad, your prinu hava to bo somparad 
I %vtth ihoie la your file to make luro thai no one 
' o|almiiio 1^^^^^ you aaai your rocofd. 

f A fat may ba charged by the loeal law enforoemeni 
|:ageaoy td ^er lha eoits of proceising your review. 
ij^Thli lea v^lt not ba mora than St Oi 



5, INSPICT YOUR RiSORD OARiFUU-Y 

Rehd your rtoord over vafy earafylly; Make aurt ttial { 
the larorma^oa aboyt youla (gdmpl^etaly t^^ If V^y 
have any quaatlont« aik the reviewing otfloer and 
he or aha will be able to help yoy. It you aik for It, 
you will bo given a liit ot'tM r^n-ertmlnat {uitlee 
agenolei whi€h have obtained ooplea of your 
rooord ilnco Maroh 16, 1676. 

If there are any errora on>«ur reoord« no matter how 
BmatU ttH the reviewing olfioer about them Immadlateiyi 
For further IniirudUons^itii thd M%\ aeotlon called ^ 

"IF THIRi ARi ANY iileRS." 



If there tfte no errors on your record, you may be 
aikod to sign a atitement aaying that your reeord 
la correet. Whether you choose to alga thto itatement 
or not, your review la now oomplete^« . 



A MAKi AN AFPOINTMiNT 

^ vPur^ur^py^^^ J^ueit ror Aooeaa and R9¥i§w_ 
^ffl fife yifeK'V^ 

eppolntment noUoe In the mall telting you ihal your 
4.ri^Qrd li avallabl#r It you oaanot come at the 
;o appointed tlfMi iet them ka^w within 2$ daya by 
^ lolephonlng or by returlag the aotlce in the mall. 

You ihould write a date and time on the n6Cl€6 when 
^Cyou wilt be able to oome to aeji your record. 

;Sii^BRINa YOUR COPY 

iure to bring your B$qu§$t for A§§§$$ and Rovlew 
^ and iome form of positive identification with you 
when you go to see your record, if you forget to bring 
your request form, you will not be able to see your 
^ record at that tlmov If you have l©|t t^ you 
will probably have to start over, at step (1). 

V^lf you have any official documonts concerning your 
^ record, you should also bring them wilh you. 



4. BRINQ YOUR ATTORNEY x 

You may bring your attorney when you go to review 
your record. In fact, if you want your attorney to 
review your criminal history record for you, he or she 
c^n comptete this process once you have identified 



IF THiRt ARE ANY IRROflS 
6. ReOUE$T OORRECTIONS . 



If you find any errora, the n^iewlng officer will give 
you • form called a Record Oifia//enge« Llal the oorreot 
information on this paper and explain in detail why > 
these corrections should be made* A copy of your 
Record ChBll&ng$ will be given to you to keep« 



If you need a copy of your record, 
b/ eaWafl the tevlawlns oHicer,^^ ^ 

7. A DiClilON WILL Bf MADE 



you caa^ obtain one^ 
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VVIthin § Weeks you will receive a notlgb la the. ^ 
This notice will toll you v^ether youridrre&fiona 
were approved or denied. , . — , ^ - v I ' i ^ 

If your correctlons^re approvedryou amiild bring 
your R§qoQSt0f Ag§9b$ and Hevfew mfi ^ur. 
fl©cefd C^e//^^ge forms i©.ihiw^^ 
checK to leetti^at the cof^^t^hs havOeeh made 
property. All tEe organii^^a ^blch^ have recelvr 
copies of you^iTecord ilnle March 18,11976 « 
will be notified^f thes^ co^rreciloa^. * . 
- , """^^^^ 

At this time, you may be asked to sign a ^ 
statement saying that^ur rea^rd^i asrrect^ 
Whether you choose to sigh thls'slatemeht o) 



EKLC 



ERIC 



• . MARYIAND ' "< 

Maryland Criminal Justice System . ; . *''.J > ',; • ,. V^ ; 



Maryland has a rather cfehtrallwd cr-|kina1 Justlc^ $M»tiin» largi- " 
ly acKitved in the early 'WOs throtig'h the e$tab)1shm«nt 'of the Depart- , 
marit of Public Safety ahd Correctional ServWdi, r That department* ^^^^^h^^^^^^ 
by a Secretary and two dapatt^, has gertarlT autljorlty^over the State 
Polite, the Departm&^t of .ICotjr^ctions^ aWd;the'Deyirt^^ of Probation , 
;'and Parole. x^ -'' r, '* j - ' '^. - ^V^ v ^- : " ' ■ ^ ,: ' :: ' ' 

- The state Pol ice, Superl nfflnde^t ra(3pn$|^ t^ . ^ 

of * Public Saf^^ has fesp; bns 1 Bf Ifty for generiT taw enf cwrilfft i n "tht 
state as w^l'.'^s foW the o^erWi ohVbf s the crto Justice Information 
system. ' lintaatfitien'^o.h^flhway patrol/^^ 

•law enforce Wt 'se*>^v>i 66^^ cohtr^^ the municipal juris- 

dictions wMin thrstaSe.wn ^ : ' . , 

« »r ^ Thi^aSv^OuntiiS^ 
wept agaficiei,^ as d6 a^artety^of srtal1i|r municipal i ties. Though each 
.county haM;sHer1ff,' %er&l.^^^^^ counties also have a po- 

t^.TfM%P^Aitieii 6y tor^ Headed by a Commissioner 

- Wh^ Mpdrts^^t^^^ Safest has jurisdiction oyer 

• Wi^^^ and through a Jan inspector, 

; *fi0rv^W't%e?erat^ ,and starfdirds of jatls under county or local 



v'^^^ Hiiha 'bepirtwe Parale, whose D1 rector reports to 

fcthe' Secretary bf PuWl^ Saf^ r^es^OTSible for all probation and 
'^parole servJctaVWIf hi n '%tate. ' Reg.lonaT offices of the Departinent 
ifcrdlre'dAly sype^lse ff^^^^ anti cooperate with the courts regard- 

5^:in^^^'6ftiHt1W ^ 

U'* 'ffe'^^J 1n"|daryland itself Became unified 1n the early 

'^^^70s^ The 'District Courts, under the 

V"^per*siq^bf i'Chlef Judge, a courts bf limited jurisdiction. The 
' CIrcuWCdurts i operating- at the county •level, are courts of general ^ 

•'iuHsdlcWi^ji and are under' the supervision of the Chief Circuit Judge. 
' * THfr Court of ^ Spert al Appaal s is s n 1 ntermedl ate appellate, court for cri - 

/•In1nal^and,.c1v*11 matiirs.* The'Cburt.of Appeals Is the supreme court of 
'.^e 'statei its Chief ;aidge has superintending control of the entire court 
^?^7^^em.- T*ie State Cou^tMtoDlstrat^^ is appointed by the Chief 
-Judge of; the^Courtof^Appie^,. has responslbllities for'judicial plan- 
ning,Vbudget1rig, educatti|nfwd' Information system development. 
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CHminaV Juatlce Inypmatlon System . 



In 1968, the Maryland SPA began planning a comprehensive statiwide 
criminal Justice Information system. The Initial orogram, designated 
MILES (Maryland/lnteragency Law Enforcement System) was Intended to 
serve the entire criminal Justice system In the state, Including the 
courts. During the ensuing decade the state has continued to develop 
its criminal Justice information system including capablUl^s^or such 
CEAA-suppor ted programs as comprehensive criminal hlstorlesitCoH), 
offender based tracking system (OBTS) and an offender based state cor* 
rectional Information system {OBSCIS). all within the comprehensive 
data system (CDS). A statewide court information system is also being 
implemented. In the Fall of 1973, the SPA staff began a criminal Jus« 
tice information system master plan. The Information System Policy Corn- 
mi ttee^-ftftablishedbythe SPA, pcovided^^^p^^ 
ment of the master plan which was finally completed in early 1975. 

Stimulated by needs identified In the master plan with respect to 
a privacy program, and by the Issuance of the Initial guidelines by 
LEAA in May, 197S, a Security and Privacy Sub-committee of the Informa- 
tion Systems Policy Committee was established with the responsibility to 
develop a pri vacy arid secUri W pregram ind 'to pf epar i appropf 1 att 1 egl s- 
lation and regulations. 

In early 1976, the SPA completed a draft privacy and security plan 
responsive to the initial LEAA guidelines. When the revised guide- 
lines were Issued by LEAA 1n March. 1976, the Maryland plan was also 
revisid to comport with the new minimum requirements. The basic frame- 
workiOf the plan was implemented through legislation sighed into law by 
the 6overnor in May , 1976. The purpose of the legisUtlon, knwon as 
The Criminal Justi# Information System Act, is^^^^^^^^^^^^^^^^^^^^^^^^^^^ v^^^^^^^ 

T'l,; . 7 to create and maintain arf accurate and efficient ° 
criminal Justice information system in Maryland consistent 
with applicable-federal law and regulations, the need of 

, criminal Justtce agencies In the state for accurate and' 
current criminal history, records Information, and the right 
of individuals to be free from improper and unwarranted in- 
trusions into their privacy." (Art. 27, i 742) ' 

In brief, the legislation established a central repository for cri- 
minal records to be operated within the Maryland State Police and under 
the supervision of the Secretary of Public Safety and Correctional Ser- 
vices. The statutr provides that the Secretary and the Chief Judge of 
the Court of Appeals should promulaate rules and regulations to esta- 
bllsh. operate and maintain the criminal Justice Information system. The 
law also established an Advisory Board to review and comment on such _ 
rules and regulations and the operation of the Information system. The 
legislation gives the right of inspection and challenge to data sub-_ 
jects, arid, with respect*to aissemi nation of information, provides that 
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a I'crlniinar juitlCft agency and the central repository may not d1sstn|- 
Inate criminal history record Information except In accordance with i. 
fapplicable federal law and regulations 4 - - , 



Development of the State's Privaev Program , 



As sunmarized above, the staff of the SPA had the task of drafting 
the criminal Justice information plan with the advlGt of the Security and 
Privacy Subcofflmittee, The Subconmittee was comprised of members rep^ 
resenting all branches of government as well as a cross-sactlon of - 
eriminal Justice ftgencies. The Subcofmittee was chaired by the Secre- 
tary of the Departtnent of Public Safetyi and other members were the 
State Count Admin1siritor» ripresentatlves. fr 

mayor, a eovernor's staff legislative officer, representatives fr«n the 
State Police and the Department of Correctional Services, a local police 
chief and a county eouncilman. In addition to assisting the SPA staff 
with the development of the security and privacy plan, thisysubcomnitttee 
also assisted in the development of the legislative proposjl, referred 
to earlier, that established the formal structure for^^^|^m'la|d crl- 
m1 na V Justi ce 1 nf ormati on systwn . The Privacy and *Se^BB|^^CT^ 
has ceased to exist since Its task has been accompl i sh^ riinoi^ the 
Information System Policy Coirmlttee of the SPA continues In Its advisory 
role regarding operation of the criminal Justice Information system. 

Tfft Criminal Justice Informatiori Advisory Board, created by Article 
27, Section 744, has as its principal responsi bill ty to advise the Secre- 
tary of the Department of Public Safety and the Chief Judge of the Court 
of Appeals on matters pertaining to the development, operation and main- 
tenance of the criminal Justice InforTnationsystem.^^^^^^^^^^^^ 

The membership of the advisor boiT^t appointed by the GflvernQf 
except is otherwise Indleated, Is as followst 'three representatives 
of the judicial branch appointed by the chief judge of the court of 
appeals; two representatives of the Maryland liglslature, one appointed 
by the leader of each house; two executive officials from state t county 
or municipal police agenclesi one executive official from a correctional 
services agency J two elected county off1c1als;Vone elected municipal 
officer/ one State's attorney; and one person *from the general public* 
Serving in an tx officio capacity are the Executive Director of the SPA, 
the Sicrttary of the Department of Public Safety and the Attorn^ Gen-^ 
eral of Maryland. 

The Adviiory Board developed the dissemination policy which was 
approved by the Secretary of Public Safety and the Court of Appeals, 
Legislation was introduced during the 1977 session but was not enacted, 
and regulations pursuant to authority in the Criminal Justice Inform 
matlon System Act were promulgated. 



blisemi nati on Pol 1 cy » ^ 



The ftgulatlons, set out hert as Exhibit 2 baglnnln^on paga 
wer« originany propared as a legUlativo proposal. They were made 
available for eonment at a public hearing* but there was no sloniflcant 
conwnent and the reguUtlons af.^ become effective substantf ally In 
accord with the draft. ^| 



The regulations deal with criminal history record 1nform»tion» and 
are silent as to Intelligence and investigative Information. The cen- 
tral repository Itself, however, will only store criminal histories and 
not "I and 1" Information. The significant aspects of Maryland dis- 
semination policy are as follows^ 

li Criminal 4ust1ce agencies wilV receive from the MntraV 
tory conviction and hon-conv 

their criminal justice function or for the purpose of h1Hng Of re- 
taining employees. Access to conviction or non^convicti on information 
Is iilso allj^ed to the Maryland Public Defender or any defense counsel 
of record, ^all bondsmen and appropriate agencies for statistical and 
research purposes, or to agencies under contract with an agency autho- 
■'*:"Tlaed-to- receive" the datav-:—- - 

2. A governmental non-criminal justice agency may receive cri- 
minal justice Information for employment purposes. If the agency has 
licensing powers it may have criminal justice informatlw-for the pur- 
pose of performing Its functions In accord with a statute, regulation 
or court order allowing access to specified information, 

3. A private sector organliatlon may not have access to convic- 
tion data for employment screening unless it has^be 

approved to receive such Information by the Secretary of the Department 
of Public Safety, Upon a showing that the nature of the job carries 
a risk of harm to the employer or the general public, A private sector 
organization. may not have access to non-conviction data unless it is 
specifically- provided for by statute, regulation or Court order, 

4. Only the central. repository may disseminate Information to 
authorized non-criminal Justice agencies. Criminal justice agencies 
may share information among themsePves after an Inquiry to the central 
repository to update the file. Secondary dissemination of criminal jus 
tice Information 1s prohibited', It can only be used for the specific 
purpose for which It was received and none others The regulations also 
require the maintenance of dissemination logs, and the existence or non 
existence of a criminal record Is not to be divulged to anyone who is 
not authorized to receive the record Itself, 
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(ill fey suwopted ^ th«ie lu^gfistfld f egul atlens provide pro- 1 : 
taction to the Individual who has a criptlnal record while at the same 
tlw- el lowing public accesi^fo^'ri^^^^^ 

of providing a precedurt for specific prfvaii sector access approval by 
,the Secrttary of Public Safety Is novel and Interesting. The queitfon 
of relevance of criminal Justlee Information to any particular employ* » 
went Hskils difflcultsto resolve, and requires a case-by-ease evalua- 
tion. Thi^gh the state legislation enacted .In 1976 specifically pro- 
vides for Judicial review of a data subject's challenge and correction 
rights. Judicial review of the secretary's decision regarding special 
private sector access Is not contemplated. Theviaryland experience In 
the future will be worth watching to determine tne efficacy of this ad- 
ministrative procodurt. 

The Criminal Justice Information System Law establishes the right 
of a data subject to review and challengt criminal history record infor- 
mation In the central repository. On a challenae to Inforawtion, the 

*Wtt¥aT''f ipfi tory wn t iUdi t tWB'^rfieorarwtf ' tf'^hf "datrTsubjset *s ^^^^ 

challenge Is sustained the record will be corrected. The centra V reposi- 
tory also will send noti ct of the corricttd information to any agency to 
whom it has disseminated incorrect infomation» and the receiving agency 
is required to correct whatfiver record it maintains. Administrative 
and judicial review are provided for. 

A significant problem encountered in developing the Maryland pro- 
gram has more to do with the technicalities of information managftnent 
than with confidentiality policy* The question was what standard to 
apply for determining whether inforittatlon is "complete and accurate." 
A major difficulty was the relationship between charges noted at ar- 
rest or booking and the charges that the prosecutor would pursue. Police 
agencies wanted to track the specific charges made by the pol let officer. 
With little or no modification these police charges are the sam? as those 
that appear on the charging documtnt at the District Court./ •Therefore, 
District Court charges and disposftions could be traicke^^ against the ■ 
original police charge; A difficulty arises when the defendant Is bound 
over to the Circuit Court from the District Court or goes directly to /[ 
the Circuit Court. In such case the prosecutor intervenes and jbyp-tcajly 
charges are redefined and, therefore, are not directly traceable to the 
police charges. The District Court charges were selected as the, entry 
point for tracking purposes; where the case is bound over to thh Circuit 
Court the case is tracked back to the District Court case numbfei'/out 
the prosecutor's Circuit Court charges bBcome the new entry point for 
tracking charges and their disposition.-. 

An imp! ement^ti on problem yet to be sotved adequately de^s with the 
query to the central repository before information' is exchanged with 
other criminal justice agencies. Currently an unsatisfactory delay is 
often experienced in response from the central repository though hope- 
fully as the system is perfected this difficulty will be alleviated. Per 
haps, in the Interim, local records may suffice in some circumstances, 
yet to be negotiated. 
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yiiuat Par Tfai Future. 



In iifly 1978, tht diiitwlMtlen policy will bt iwlwentftdi 
and wInkiM will b« Ironed out. It ftwaini to bt iwn whetwr «nd how 
ISK?ilJtton'w1?l be to codify this poll fyi fiflulat oni cin 

lufficl ixcSpt with f«sp«ct lo tht liupoiltien of 
It irtll bt *in worth witching the Harylafld ixptr1inc| with .wsprtt to 
thi iAniniitratlvt procedure by which the Secretary of Public Safoty 
approves private lector access for einployiwnt icreen ng PU*^;"^' ^J*^" 
land officials are optimistic regarding the workability of their scheme, 
and it may provide one solution to a very complex acceis question. 



A CoCTwnt On Process. 



Maryland officials credit their central laed crlwlMl justice systifn 
as key in developing the privacy program, sysiem fraptentation 1^ 
ilrmn obstacle to develdplhg statewide information drssmtnat on policy, 
especially with respect to disposition reporting procedures. In this 
Msptet, a court systen may pose a particular problem if. 1 t&^variour ... 
forwns are unlnvolved In program development or uncoordfnattd p *P- ,4; 
oroSh. It shQuld.be noted that the Maryland Judiciary was a full and 
actlvt partner throughout tht proctsst and continues to^ be Involved in 
and responsible for the design and Implementation of policy and proce- , 
dure. 



<A) 0 A eWKIHAt. JySTICI AUHCi AHO fWt CBWRAL MfOSIfOW 
KAt HOT »lS8WilHAra CfilHIMAl MISTOM WCORft IHWRMATIOH EXCm IM OTtlCT 
AceoRfiAttCt mil Tills SRCTItW. ' * 

(1) SUBJfiCT TO THE MOVISIOMS or SWBSimOM (P) Tl^^ 

CWTRAI, ^OSITORY^^A CRIfflHAL JUSTICT AWHClf ilW,t PISSfWrHAtl ftWMim 
MWTORT aWOW IHmWATlOH >t |f COIIVICTIWI OR WeH»C0WtCY|W CRfflim 
HISTORY RECORD IHFOKIATIOH, TO A CRIMINAL JUSTICE AOTiCt UWH A REVEST 



MAOI IN ACCORO«ICE WITH hfPUtcSht RULSS AMD R66VUT10HS Al)Orrfi» »t T1i« 
SECRSTARY OR TilE GOURT OP AVPtMM* A CRIKIKM. JMTICB AGmffI MAY MQURST 
SUCH IwrORHATIOH FROM THR CRmML RKP0S1T6RY OR WIOTHRR CRimHAL JUSTICE 
AOIMCY ONLY IF IT HAS A HEED FOR THf INromTtOHt^^-^^^^^^^ —^^^^^ - 

(1) IN mt PKRFCRjWCE OF ITS miCTIOH AS A .CRIHI- 
HAL JUSTICE AGEHCV I OR 

§*_' TOR TH£ rURTOSE OP HIRINC OR RmiMlHC 

^ — (c) SUBJECT to tiffi pROvisiOHS or fV^ 

AWD EXCEPT AS 0THERHI5K AVTIIORIZED HY SUBSECTtOH (E), THE CE^iTRAL RErOSnOPLY 
MAY HOT DISSEHIHATE TO A HWICRIHIKAL JUSTICI FEOERJa, STATE, OR tOCAt. COVERS- 

i. 

mKT ACEHCVl 

(1) COMVI^^riOH CRIMINAL HISTORY RECORD IHTOR- 

HATIOH ^lUB T»E PEHSOH 0^ ACENCY TO inoH TliE tHTOmhttm IS TO HE DISSilHI- 
HATCO IS E^^MSSLt AUTHORIZED^ BY STATUTE, ORDTHAI^Sfe, tSCECtrriVE ORDER, OR 
COtfRT RULE, DECISIOH, OR ORDER TO CR^MT, DirHY, SUSfEh^t REVW, OR TERMIHATC 
A UcaiSE, M^WmHT, OH OTlf^R RICUT OR PRIVlLECEp AHO THE STATUTE, ORPIKWCE 
OROER OR RUie SPECIFICS TIE B^ISTEKCB OR KOH«EXtSTCHCE OE^ PRIOR CONVlCTimf 



Infori^atlon Syelfeni hdtt^ noii to be iPDlcmGnted by re/TUlatlon* 
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I 

(0) su&JKor TO Tift rROVfsiotts or wwECTiwii if) (m 

AHP ttmn AS OIMERWISE AVWOillftR fit SUft&ECtIO» j^E)» TWfi CEKim MMStttit 



mt HOT DlSBBilHAm^ A^fctVAm «0«-COVlte'^ 
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ACTIVITIES OR DUTIES Or TME PROSPECTlJi'E CmOyW OR mwnt rOR WWH tWE 

CfljivicneK csimKAi. histosy record isrosmTios is nE^vESTt© imiioi 

(») MIIIC THE »ROSrECTlV^ EJffLOtKt 
OR EifflSrtC tlOTO SUC« CtOSC JVm sensitive COiSaCT with we PUftUC THAT Tllf 
USE or THE mroRH\TIOH IM HtRlNC, TR^SrER, OR PROHffTIOS OF TWt EKPtOYfiC 
yOUtJJ SERVE TO PROTECT THE SArCTY OR »E,1H TltE BEST IKTE^STS OF TME ClljiESAL 
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(3) A BAIL, BONDSMANHAY RECEIVE SUCH IN- 

(4) THE JUVENILE SERVICSS ADMINISTRATIOK 
MAY RECEIVE SUCH INfll>IATION FOR .THE PURPOSES OF AN INVESTIGATION PURSUANT 
TO THE DISPOSITION OF A JUVENILE CASE; , 

('5) THE GOVERNOR'S COhMISSlON ON LAW EN- 
FORCElffiNT AND THE ADMINISTRATION OF JUSTICE, HAY 'RECEIVE SUCH INFORJ^TION FOR 
THE PURPOSES OF RESEARCH, EMLUATION. MD STATISTICAL ANALYSIS OF CRIMINAL 
ACTIVITY^ AND TlUT ANY STATISTICAL ANALYSES DERIVED FROM SUCH INFOMATION 
MAY NOT INCLUDE THE NAM OF ANY INDIVIDUAL OR ANY OTHER UNIQUE IDENTIFIERS 
RELATING TO THE INDIVIDUAL | 

V • * (6) A PERSON OR AGENCY ENGAGED IN LEGITI- 

MATE RESEARCH^=EVALUATION, OR STATISTICAL mLYSIS AQIIVlTIES MAY r PURSUE 
TO AN AGREEMENT vWITH THE SECRETARY^pR THE CHIEF JUDGE OF THE COURT OF ATPEALS, 
RECEIVE SUCH INFORMATION NECESSARY TO THESE ACTIVITIES,: BUT SUCH INFORMATION 

MAY NOT INCLUDE THE NAtffi OF MY INDIVIDUAL| ■ 

■ (7) A PERSON OR AGENCY UNDER CONTRACT WITH 

A CRIMINAL JUSTICE AGENCY TO, PROVIDE SPECIFIC SERVICES REQUIRED BY THE 
CRIMINAL JUSTICE AGENCY ^ TO 'PERFORM V^Y OF ItI' CRIMINAL JUSTICE FUNCTIONS 
^Y; PURSUANT TO A|^CIfEMimT WITH .|^|CRETARY,. RECEIVE SUCH ■INFORMATION : \ 
NECESSARY IN dRDER TO CARRY OUT ITS'^C^E^CT I ^ 

(F) . A CRimNAL JUSTICE AGENCY mY NOT M 
HISTORY RECORti INFORMATION TO ANOTHER CRIMINAL JSUTICE AGENCY UNTIL THE DIS- 
S^NATING AGENCY HAS REQUESTED AND RECEIVED FROM THE CENTRAL REPOSITORY 
\pSlCATION TMAT THE INFORflATlON TO BE DISSEMINATED IS COMPLETE, ACCURATE, 
AND CURRENT. THE CRIMINAL JUSTICE AGENCY OR THE CENTRAL REPOSITORY SHALL 
"VEIUFY-THE XDENtlTY OF THE CRIMINAL JUSTICE AGENCY TO WltOM THE'dJSSEHINATING 



" AGENCY INTENDS TO PROVIDE TOE ^TNFORmTION. TIffi CENTRAL REPOSITORV SHALL / 
IttlNTAiN A RECb^ OR LOG OP THE REQUEST SHOWING Ilffi DATE THE MQUESf l.WAS 
M^Ep THE INFORMATION TO BE DISSEMIKATED, THE-CRIMINAL JUSTICE AGENdY RECEIV^ 
ING THE IKFORMATIONp MD THE DATE OF THE DISSEMINATION, THIS SUBSECTION ' 
EfOES NOT AFPLY IF THE RECEIVING CRI>iINAL JUSTICE AGENCY DEWNSTWTES TO A 
RESPONSIBLE OFFICIAL OF THE DISSE^flNATING CRIMINAL JUSTICE AGENCY OR'THE ; ; ; 
CENTRAL REPOSITORY THAT A DELAY IN THE RECEIPT OF INFOWIATION TOOrt THE 
CENTRAL REPOSITORY WILL UNDULY IFffEDE NECESSARY ACTION BY THE PQUESTING 
CRIMINAL 'justice AGENCY OR WILL VIOLATE OR MATERIALLY IOTAIR> SUBSTANTIVE 
RIGHT OF THE PERSON ABOUT t^^THE INFORMATION IS. NEE^. HOWEVER, THE 
DISSEMINATING AGENCY SHALL MAINTAIN A LOG OF EACH pi S SEMINATION UNDER THESE 
CONDITIONS, SHOWING THE DATE OF DISSEMINATION, THE 1NF0R>1ATI0N TO BE DIS-; 

SEMINATED, THE CRIMINAL JUSTICE AGENCY TO WHOM IT WAS DISSEMINATED , AND THE 

_ . .... ,^ . , . 

DATE OF THE DISSEMINATION,^ . ' 

(0) ONLY THE ^NTRAL REPOSITORY MAY . 
HISTORY RECORD INFORMATION^ TO A NON-CRIMINAL JUSTICE AGENCY OR INDIVIDUAL. 
THE CENTRAL vREPOSITORY SHALL VERIFY THE IDENTITY OF THE AGENCY OR PERSON RE- 



— QUESTING TO-RECEIVE-TliE-INFORmTION-^ 

THE REQl^ST SHOWING THE DATE THE REQUEsi WAS MADE, THE PUMOSE FOR WHICH THE^ 
. REQU^T WAS' MADE, TOE INFORMATION TO BE DISSEMINATED, THE AGENCY OR PERSON 
RECEIVING THE INFORMATION AND THE DATE Of; THE DISSEMINATIOR, THE CENTRAL \ 
REPOSITORY THROUGH AGREE^ffiNT WITH^^OTHER CRimNAt""JUSTICE^^^^^ MAY SPECIFY 
THE OTHER CRIMINM. jnJSTICB/AGE^^^ A^^I^CATIQN FRO^ milCH A NON-CRIMINAL 
JUSTICE AGENCY OR INKvimi^^f^ THE 
PURPOSE OF RECEIVING CRIMpAL HISMRY^W INEOWIATION. TH5 i^pREEbffiNT l^Y 
ALSO PROVIDE FOR THE CENTm REPOSltSSY TO^ AtJ|l!ORJZE^*^^^ 

AGENCY TO DISSEMINATE TO THE NON^CMMINAL JUSTICE AGENGY^PPppPftlATE CRIMINAL 

HISTORY RECORD INFORMATION MAINTAINED BY THE CRIMINAL JUS WCfi AGENCY. UNDER 

_ , - - - - .- ; / . / ^- . ■ - "V'" y'-'i."iv^'" 

\^ ' . . ' M •. • \i -if ' ■ t,'' 'J . & 
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A LOS OF EACH UISSliMINATION, SHOWINO THE DATE TKI REQUEST WAS 2IADE, TlIB- 
PURPOSE FOR WHICH THE^QUESt WAS mm, THE INKOKMATION TO BE 
DlSSEMINATEb, THE AGENCY OR PERSON RECEIVING THE INFORMATION, AND THE DATE 
OF THE DISSEMINATION, THE CENTRAL REPOSITORY SHALL^MAINTAJil IN ITS LOG THE 
FACT raAT IT AUTHORIZED THE CRIMINAL JUSTICE AGENCY TO DISSEMINATE THE' 
CRIMINM. HISTORY EECOM INFORI^TION AND THE AGENCY OR INDIVIDUAL TO MOM 
THE CRIMINAL HISTORY RECORD INF0R>IAT10N WAS DISSEMINATED, 

(H) NO AGENCy OR^INDIVIDUAL SHALL CONFIRM THE EXISTENCE OR 
NON-BXISTENCE OP CRIHIHAL HISTORY RECORD INFOraATION TO A^Y PERSON OR AGENCY 
THAT WOULD NOT BE ELIGIBLE TO RECEIVE THE INFORMATION ITSELF^ 

(I) ^ LOGS REQUIMD TO BEREFT imDEjR; THIS SECTION SHM.L 

"? ^ = ^ i ' ' ' ■ = ' 

BE MAINTAINED FOR AT .LEAST THREE YEARS* - :1 - ^ 

(J) THE USE OF CRIMINAL H1#0RY RECORD INFORMATION BY AN AUTHOR- 
IZED AGENCY OR INDIVIpUM. IS LIMITED TO THE SPECIFIC PURPOSE OR PUMOSES 
"STATED~lN-THIS-SECT10N=AND mY N0T-BE DISSEMINATE 
FIC AUTHORIZATION, 



-— -p) IN ADDITION TO ANY OTHER REhffiDY OR PENM^TY AUTHORIZED BY , 

LAW,,'^^YTroii£JDUAL OR AGENCY VIOLATING OR CAUSING A VIOLATION OF THE 
SIONS OF THIS SECTIoJrtS-^llILTY OF A MISDEhEANOR, AND UPON CONVICTION, IS' 

'subject to a fine of not MORE T^S>3>0Q00R IHPRISONhffiNT*FOR NOT MORE THAN 
SIX MONTHS OR BOTH FOR EACH VIOLATION, IF THEfERM^IS EOTLOYED OR LICENSED 
BY A STATE OR LOCAL GOVERN hffiNT AGENCY, A CONVICTION SHALL CORBW^^GOOD 
CAUSE TO TERMINATE HIS EOTLOYHENT OR TO REVOKE OR SUSPEND HIS LICENSE. ^^""^ 



(K) IN ADDITION TO ANY OTHER REtoOY OR PENALTY AUTHORIZEp BY 

mONj LAW ANY INDIVIDUAL OR AGENCY DETERMINED BY THE SECRETARY TO BE IN VIOLATION 
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OR CAUSING TO BE IN VIOLATION THE PROVISIONS OF THIS SECTION SHALL CONSTITWE 
TOOD CAUSE FOR THE SECTARY TO TAKE THE NEGESSARY STEPS TO DIFORCE CO^ffLI- 
ANCE INCLUDING EVOCATION OF ANY AGREE^ffiNT BETWEEN THE AGENCY AND THE CENTRAL 
WPpSlTORY AS WELL AS APPROPRIATE JUDICIM. OR ADMljNISTRATIV^ PROCEEDINGS TO . 
ENFORCE CO^ffLIANCE, : 



(L) WHERE A REQUEST FOR THE DISSEMINATION OF CRMIHAL 

HISTORY RECORD INFORMATION IS HADE BY A CRIMINAL JUSTICE AGENCY FROM ANOTHER 
STATE DISSEMINATIONS WILL BE LmiTED TO THE PURPOSES FOR WHICH CRIMINAL 
HISTORY RECORD INFOWIATION WILL BE DISSOIIHATED TO CRnilNAL JUSTICE AGENCIES 
'WITHIN THE STATE OF MARYLAND. * 



WASHINGTON STATE 

... . •'■ 

Washington Criminal Justice System . , ' ! - C 

The Washington State Patrol enforces traffic laws on the state's _ >; 
highways, protects stale property, and provides special law enforcement 
services In emergencies and at the Governor's direction, LaV enforce- 
ment In the state Is mainly attended to by the 39 county sherlffsi the 
cities of Seattle and Tacoma provide pol1.ce services, but few other muni--, 
cipalltles have significant law enforcement responsibilities. The state 
has few urban centers and the growing trend tovfard combined city/county 
law enforcement corisoHdatlon has emphasized the role of the sheriffs. 
The State Patrol operates a crime analysis unit, a central Identifica- 
tion bureau and an organized crime Intelligence division. The Patrol ' 
has responsibility for operating the state's central criminal justice 
Information system. - t 

Correctional services In the state are centralized in the Depart- 
ment of Social and Health. Services, which includes adult corrections, 
the Board of Parole and the probation and parole services. 

Though the state does not have a unified court system, the Supreme ^ 
Court does have superintending control ^of the. Superior Courts of the 
state, which operate at the county flevel and have general Jurisdiction. 
District Courts are of limited jurisdiction and deal with misdemeanors, 
warrants, etc. \ 



Criminal Justice Information System. 



Washington is building a comprehensive state criminal justice in- 
formation system, and at present central law enforcement Information is 
computerized and accessed by more than a hundred terminals throughout 
the state. A correctional information system is being developed within 
the Department of Social and Health Services, and is designed to track 
adult felony offenders in Institutional custody or under probation or 
parole supervision, and will provide management infqnnati on services 
as well. A Superior Court Management Information System is in the de- 
velopmental stage as well, and Is Intended to provide statewide judicial 
system information with respect to case s,tatus and process, dispositions 
and relevant caseload data. , 

ill 1967, a criminal justice identification center was created within 
the State Patrol. In 1972, when the center became computerized, the 
legislature established It as the Central- Identification Section (CIS) 
with authority to maintain identification and an^Lciflmlnal history records. 
Local law enforcement agenc,ie,s were required to i^irt arrests and pro- . 



Vide/yf wi^li^Wnger^r^ the means for idintlfying .files. The 

r leg1Mat^;a1sb mtHtyd dissefnination of CIS rtcords to criminal 
^" justnci purposis^.ohlyr. and data subjects were given rights to rivlew and 
^chalTenge their). Ncqi^s/ These dissemination and access regulations did 

nojt ^apply to lo^al lW enforcement agencies, however. 



DetfsTopment ,gf^ the State's Privacy Program . 



InJ974,"a ^bill ,wa3 introduced in the Washington legislature to 
provide confidentiality restraints on state and local arrest records, 
but the bin, never movfd out of canmittee* Again in 1975, another bill 
was introduced, which Would have prevented intenigence and investiga- 
tive Information frm being placed in automated systems, imposed con- 
fidentiality constraints on arrest and conviction information, and would 
Jiave given access and challenge rights to data subjects. There were 
hearings on the bill, but It was not enacted. 

Thej issuance in 1975 of the Initial LEAA regulations stimulated 
additional activity in the state of Washington, and in December, 1975, 
an Advisory Cormittee for Security and Privacy was established by the 
Governor, The Attorney General was chairman of the Committee, and it 
Included representatives of crlmljQal justice agencies at the state and 
Joca l level, public interest groups^ media and the state legislature. 

By March, 1976, the Advisory Comittee had prepared Its initial 
recormendations which were widely circulated throughout the state for 
comment. The Coninittee proposal recomended restrictions on the dis- 
semination of conviction records as well as arrest infonriatlon; there 
were also reconmendations for the inspection and correction of records, 
the malntenanae of dissemination logs and procedures for the audit of 
criminal justice practices. A bill was Introduced in the legislature 
which was__the_ basis. for the measure__that ultimately was 

The bin that^ passed the legislature was narrower than that pro- 
posed by the Advisory Committee. Because of the proposals In 19)4 and 
19Z5, previously mentioned, the legislature had some famniarity with . 
Issues relevant to confidentiality of criminal justice InformatiofH ahd 
hearings in the legislature emphasized concern about additional costs 
resulting from dissemination restrictions and the added burdens to 
criminal justice agencies from procedures to assure access and con^ 
f identlali ty. 
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Dissemination Pel icy. 



The pHnciple features of the Washington, State Criminal Records 
«Pri vaGy-Act-- are ■ theses ■» 

/I. The central repository must be queried for update before any 
cAnlnal justice agency disseminates a record concerning gross mi sde- 
me^ors or felonies. Some exceptions are provided; e.g., 1f time is of 
the essence and the repository cannot respond within the required time. 

2. Conviction records may be disseminated with restriction, and 
there are no provisions for sealing or purging conviction data.. 

3. Criminal justice agencies may .disseminate nonconviction data 

to other criminal justice apBcies for purposes of criminal justice ad- 
ministration or for employment in the criminal justice system. Interest- 
ingly, the statute provides that criminal justice agencies may exchange 
information "without any obligation to ascertain the purpose for which 
the' information is to be used by the agency making the inquiry." 

4 Nonconviction data may be disseminated outside the criminal 
justice system if such access if specifically authorized by statute, _ 
'orders or rules, or for research purposes, or pursuant to a contract to 
provide services to a criminal justice agency. ^ 

5. Dissemination logs must be maintained. 

6. Nonconviction. data may be deleted from records upon applicationgp 
by the data subject unless the charges result in deferred prosecution 

or other diversion, or the data subject'lias a prior felony conviction or 

subsequent arrest within two years. ; 

if, ■' . ' ■ , , • " ■ 

7. ^ The data subject' has^ rights of review arid 'Challenge except for^^ 
Yntefligence or Invest igativ datrfflay:not* be - 
mechanically copied or reproduced. 

8. The SPA has authority to administer the Act and to promulgate 
regulations for "Its implementation. 

The legislation does not deal with dissemination of Intelligence 
and investigative Information, which is maintained by the intelligence 
unit separately from other criminal justice Information in the Central 
Identification Section. While the data subject is denied access to such 
informatlorv under the legislation, the .public records law, mentioned 
below, contains a conditional exemption of such information from its 
disclosure and copying provisions, 

There is, however, a "reverse" effect from this legislation with 
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respect to conylctlon data. The prior law regulating CIS did not per- 
mit dissemination of conviction data outside the criminal justice systemi 
even though that restriction did not apply to loca|(law enforcenient 
agencies, some of than followed It anyway. The result of the new law 1s 
to relax the prohibition of release of conviction infonnatlon by making 
—such" rel ease d1 screti onary bu t sub ject to d1 scl osure d1 ssemla tion ra-^^^^--^^^ . - 
quiraiients. The legislature accepted this change because It closely 
paranelled LEAA regulations and was an acceptable compromise for the 
news media. - . 

The Advisory Committee would have also restricted dissemination of 
conviction data if the data subject had no further conv^ibn for seven 

^years. The legislature accepted the presumption of conplentiality of 
nonconviction data, but applitd the reverse presumption to conviction 

* data, contrary to what had been prior policy In the state. ^ 

It is noteworthy that the SPA has authority to administer the 
Act and to adopt regulations, the SPA has promulgated regulations to 
spell out appropriate procedures under the law. 



Other Laws Affecting Criminal Justice Information. 



publ 1 c recorci s law. The Mashi ngton State Open Goverranent Act re- 
gulates campaign financing, lobbyist activities, reporting of financial 
affairs by elected officials, and public record^. A portion of the 
policy declared in that legislation. states: 

"That, mind |ul of the right of individuals to privacy and 
the desireability of the efficient administration of gov- 
ernment, full access to information concerning the conduct 
^.™Iof- the govirnment^ on ^e very J evel^mua^ 

damental and necessary precondition to the sound governance 
of a free society." * . ' 

The presumption is that government agency records are public, and 
virtually any file, record or piece of information can be an agency re- 
cord. With respect to criminal justice information, however^ there is a 
conditional disclosure exemption for: ^ 

"Specific intenigence information and specific tfivesti- 
gative records compiled by investigative, law enforcement, • 
and penology agencies, and state agencies vested with the 
responsibility to discipline members of any profession, the 
non-disclosure of which is essential W effective law enforce- 
ment or for the protection of any person's right to privacy." 
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-A narrow interpretation of that exemption would exclude criminal 
histories, which would result in a conflict between, this disclosure 
law ^nd the CIS confi4entiality requirement previously discussed. The 
new Act resolves this problem. 

™™Amendnent of the pybT 

a separate criminal justice records law, thus utilizing the Washington 
Public Disclosure Commission to oversee criminal justice information as 
well. Recognition of unique requlr'ements for criminal justice resulted 
in a parallel but separate treatment of Its information. 



State Human Rights Contnlsslon Regulations^ 



The Washington State Human Rights Coiimlsslon (HRC) exists for the 
purpose of protecting the disadvantaged, with special reference to 
minorities and the handicapped. The commission has promulgated regu- 
lations which deal with fair emplo^ent practices, two of which speci- 
fically relate to criminal justice. 

Conwlssion regulations declare It to be an unfair practlceto make - 
a pre-employment Inquiry about a simple arrest record. It is also de- 
clared to be an unfair practice to refuse to hire someone solely on the 
basis of an arrest record , though law eriforcement agencies are txewpted 
from this regulation. 

Further, HRC regulations declare it an unfair practice to refuse to 
hire someone simply because of a prior conviction unless the conviction 
is less than seven years old and It Is relevant to specific qualifications 
for a job. The underlying policy forthis regulation Is somewhat in con- 
flict with the dissemination of conviction data as permitted by the 
. crJralM i=J us tlcft^retocds J a w,^ 

ever, such Inconsistencies are not infrequent In any state's inforiMtlon 
regulations. 



In Washington, as in other jurisdictions, implementation of effec- 
tive disposition reporting practices has yet to be completely developed. 
Cooperation of prosecutors and the courts is critical here, for roport- 
i/ng by law enforcement and corrections agencies is considered to be far 
niore manageable at the moment. 



r 



Issues For The Future, 



^7 
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One problem here* however, -arises because by law CIS can be accessed 
only through provision of fingerprints. Many courts, especially those 
of limited jurisdiction, do not bother with fingerprints as a per- 
sonal identifier. This difficulty has yet to be addressed. 



Some Points On Process^ 



Chapter II considered the substantive policy issues to be confronttd 

Based upon some observations of state expeniences with tbt process for 
developing and implementing an infonnation program, here are some ideas 
worth considering:^ 

1 Establish a special task force or advisory group to develop 
or review the confidentiality program. The group may have an educational 
and advocacy role in the pursuit of legislation or regulatiw; a broad- 
based group including representatives from citizens groups, business, 
news media* state and local government criminal Justice agencies, will 
have advantages in pursuasion. The group will need staff support for 
preparation of a program and to assure continuity in follow-through when 
the program is ready, so it ought to be attached to an important agency 
that has responsibnity for the group and its work. 

2. Examine the eMsting relevant laws or regulations that deal 
with access to criminal justice information, be they public record pro- 
visions or access authoriiation of regulatofy or licensing agencies. 
Know what policies or inconsistencies are reprtsenttd In the law. 

3. Learn what are the current practices of the criminal justice 

" systeri regarding acciSf to Inf option; they my .roady provide^ reason- 
able confidentiality but lack uniformity, or there may be sross in% 
equacies. In any event, the potential impact of access regulatlon^ihould 
be appreciated. , 

4. Map carefully and well in advance, the process, issues, decision 
points and timetable for the program. Early agreement on such funda- 
mentals as the presumptions regarding criminal justice access and the^ 

^approftCh.„to^aovernment vs ._pr i vat£ sector jccess will expedite the for-^^ 
mulation oroveralT polT# an^ r 

5 Establish good liaison with legislative leadership early In 
program dftvelopment. It may be misleading to have representation from 
the leqislature on the task force unless that person is interested in 
the program and will have responsibility for it when it reaches the 
legislature. It is important also that the Governor's legislative staff 
be kept abreast of the group's work. 

6 Provide an opportunity for Interested groups to be heard early 
In the process. The ACLU and human rights groups are generally «tlvc 
in behalf of confidentiality, news media and the business cocmunlty fre- 
quently want broad access rights. Timely contact with such groups nay 
avoid conflicts when legislation Is under active consideration. 
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Build eoopifatlon within the criminal justice systtfa. It is 
Important that state arid local operating agencies see benefits for then- 
selves by participsti^ in the privacy program^ If in e)cchange for 
faithfuV disposition reporting to the central repository^ for instance* 
local agencies receive InfonMtion helpful to fchefa in the management 
of their own fuwtions, their support will te rore likely. 

8. Dojiot be misled by exaggerated cost estimates .for implef^nting 
a prograin.j Though privacy Is not free of cost* it probably can be 
achieved a rore reasonable expense than my be estimated by tho4e 
who simpiym not want to change the way in which they handle Informa- 
tion* ^ ' 

The ytask of developing a c^prehensive and rational program for 
criminal justice information regulation H formidable. It is hoped 
that tnis report has htlped to provide a starting point and a structurt 
for' policy analysis, no mattor how much or how little a state may 
choose to do in managing its criminal Justice Infomation systefp* 
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FOOTNOTES 



. Criminal Justice Systati , G.P.O. 1973-9-494-818'. |ce RcPf t of the 
Hatlonal Aivlsory loCTnisslon on Criminal Justice Standards^^ 

. P.L. 93-83» 42 U.S.C. 3701 £t. 

A handbook pubHshod by Theorem Corporation, "Hm# To^plemcnt Pri- 
vacy and Security.- is a dewlled dociwcnt of procedures responsive 
to lEAA regulrtions. and may be obtained froffl the company at 1737 North 
1st Street, S^p 590, San Jose, California 95112. 

SGI stands for SEARCH Group. Inc., a private non-profit corporation 
dedictted to research and devalopfiient In criminal Justice infor- 
wtlon SGI published Technical Report No. 13, "StandBrds for Se- 
curity and Privacy of Criminal Justice Infomation." which contains 
useful discussion of suggested standards and policies for confiden- 
tiallty and security of criminal /justlw infonnation systfiffls. kQl 
has also produced a glossary of criminal justfc* terms, and other 
publications dealing with criminal justice .l^gtlon techwloay. 

rroffl tiii« to time this report will refer to^R^*^* ^Vl^^ 
SGl! many of which are avaiUble free to of^ls of ^tate and local 
criminal justfce. The address Is 1620 35th Avenue, Suite 200, 
r Sacr^into, C4l ifornia 9p22, _ ^ _ 

». G.P.O. 11700-0015. 

Personal, Privacy In an Information Society, G.P.O. 052-003-0395-3. 

7 For some auidance see the Theorem Handbook, n. 3', also Hatlonal Bureau 
' of Standards Technical Note 809, "Privacy and Security in Cocipj^ter 
Systems," availaijle from the G.P.O. 



8. This report docs not discuss ^technical cwpliance w^tj Title 28 

* specifically. Useful Infonnation in that regard nay be found in the 

Theorem and SEARCH publications cited at n. 3 and n. 4, UAA, 
. through SGI, conductod extensive ^^-^Jshops arOurtd the «^ . 

acquaint the criminal Justice coffiflunity with Title 28 mpletwntation 
requirements, and literature in that regard is available frwi SGI. 

9. 381 U.S. 479 (1965). 

10. 96 Sup. Ct. 1155 (1976) 

11 A discuaslon of the Federal case law appears in a paper by Paul 
Wooilrd. fonner SGI General Counsel, reprinted in {he proceedings 
Of t!^ Third International SEARCH Sjmpos^. H4y, l|7e, ava^'able 
from SGI, , 




12.. So^^ law cnforct^nt a^lnlstrators argue tfiat there should b€ rcst^ic* 
tim\ on 6i%%m\niti0ft of sfi^ple arrest fnforr^tfen avcft within the k 
erli^lnal justice syitcp ftielf, e.g*, an officer should r^ke h\% ^ 
deeisioft to Arrest mt bAsed upm inquiry iniQ prior history but 
fc^causf the circi^tanccs at hand warrant an arrcf»t, 

la, SGI^^h. Rm^%* Ko^ ISi suggt&ti S yMri for wifd^ 

ioeanars an3'7~';^drs Tor felonies* ^ 

14. See, eg., the article by Kitchener, Sctefdt & Glaser, *>toM Per- W 
sistent is Post-Prison Succes^i," in ^r4h* 197?, issue of Fgtf^r^l ' ' 
Probltfoft. 

15. An additional resource is th^ report of a For^^? on Criatna! Justice 
Infortralfcn Use sponsored by SCI. The Foryfi, held in 1977, con* 
sidared private sector security^access to CJI, mA th# feport swuld 
be available soon frw SGI, 

16. See n, 4, 
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